¢ _ERICOM

e . Access DONE RIGHT

PowerTerm®
WebConnect

Version 5.8

Admi ni stratorodés Manual

EMPOWER ENTERPRISE-WIDE APPLICATION ACCESS



Legal Notice

This manual is subject to the following conditions and restrictions:

This Administratorés Manual providé&s documentat.

WebConnect. Your specific product might include o nly a portion of the
features documented in this manual.

The proprietary information belonging to Ericom ® Software is supplied solely
for the purpose of assisting explicitly and property authorized users of
PowerTerm ©® WebConnect.

No part of its contents ma  y be used for any purpose, disclosed to any person
or firm, or reproduced by any means, electronic and mechanical, without the
prior expressed written permission of Ericom ® Software.

The text and graphics are for the purpose of illustration and reference o nly.

The specifications on which they are based are subject to change without
notice.

The software described in this document is furnished under a license
agreement. The software may be used or copied only in accordance with the
terms of that agreement.

In formation in this document is subject to change without notice. Corporate
and individual names, and data used in examples herein are fictitious unless
otherwise noted.

Copyright © 1999 -201 2 Ericom ® Software.

Ericom ® and PowerTerm © are registered trademarks of Ericom ©® Software.

Other company brands, products and service names, are trademarks or
registered trademarks of their respective holders.

0o n



Table of Contents

LEGAL NOTICE ...t e e e e e e s 2
ABOUT THIS DOCUMENT ...t e e e e e e 8
1. INTRODUGCTION ... e e e e e e e e e s 9
What is POWerTerm® WEBCONMNECT? .............cccuveuiuereriieeceeieseseeeesseaeteseses st ensse s sesenas 9
P Y o] o] LTo=a o o I =d U] o] 1 T oo SRR 9
End-User Client COMPONENTES .....ccooii e, 9
Centralized MaNAGEMENT ... ....iiiiiiiii ettt st e e s b b e e s e n b et e e anbe e e e aneeas 10
Ericom Blaze RDP WAN ACCEIEIatiON ..........uviiiiiie ettt e e e e eneereee e e e e s 10
Enhanced Connection BroKer fOr VDI.......cc..uuiiiiiie et e e e e 10
What 0SS Ne W o0 s e e 11
2. GETTING STARTED ... 12
Prepare Windows for PowerTerm WebConnect.............ccccoooiiii 12
Installing the EriCOm SECUIE GAEWAY .........ceieiuiiiiiiiiiieeiiieeee sttt ettt e s sibre e snebneeesaaeneee s 15
Single Server Pilot IMpIemeEntation............ooueiie i 20
Terminal SErver PrepParatiOn .............eci ittt e et e e e sbe e e e sbneeeeaaes 20
Terminal Server Full Desktop or Application Deployment ............oocvveiiiiieeiiiieee i 23
Virtual Desktop (VDI) Connection Broker DeploymMent ...........cueviiiiiieiiiiiiee i 24
Hardware-based PColP Connection Broker Deployment.........ccueeviiiiiiieiiiiiee i 24
3. POWERTERM WEBCONNECT SERVER........cco i, 26
Installing PowerTerm WebCONNECT SEIVET..........uiii ittt 26
ACHVALING T8 SEIVET ...ttt e et b e e e st e e e e sbb e e e e sbbeeeeanes 30
Starting and Stopping the PowerTerm WebConnect Windows Server ..........cccccccevveeeeeecenveenenn. 32
PowerTerm WebCONNECE POIS ........oiiiiiiiicieiiiee ettt e e er e e e e s snneenaeeaeee e s 32
HIG AVAITADITITY ....ceeieeee ettt et e e et e e s aaneae s 34
USING FAIIOVEN MOUE ..ottt ettt st e e s naaneee s 37
USING CIUSLEr MOE ... 38
High Availability LIMItations ... 40
Local Server Mode and the Shadow Database ..............cocveiiiriiiiiiiiiiiee e 40
4. NATIVE WORKSTATION CLIENTS ..., 42
Application POrtal INTEITACE ........cooi it e sbaeee e 43
Application Zone fOr WINAOWS ..........eiiiiiiiiieiiieiee ettt e st e e e snbneeeeane 45
AccessPad for Mac OSX @nd LINUX......cccuuuueiiereesiiiiiieeireeessssieieeeee e e s s ssntneneeeeessssnsssneeneeesssanssnes 50
5. ACCESSTOGO MOBILE CLIENT ...t 53
6. CLIENT DEPLOYMENT OVERVIEW ......coomiii e 57
The DOWNIOAAET ...ttt e e e ettt et e e e e e st e be e e e e e e e e annbbeeeaaaeesannnes 58
MST INSTAIIALION. ...ttt e e e e e ettt e e e e e e st bt e et e e e e e e annbnbeeeaaaeeean 63
(e IS] =Tl B L0111 ] (0= To (=] co PP 64



7. CUSTOM CLIENT PARAMETERS .....ooiiiii e 70

General Client Command Line ParametersS...........ccuiiiiiiiiiiiieiieeeee it ee e siieee e e e 70
8. POWERTERM WEBCONNECT APPLICATION PORTAL ...cccocvvvievin, 78
Application Portal ConfigUration.............ccuuiiiieiei i e e e s s e e e e e e e s ennnnes 78
9. ADMINISTRATION TOOL ... 87
Launching the AdmINIStration TOOL..........cocuuiiiiiiiiiiiii e 87
Administration ConSOIE INTEITACE ........cciiuiiiiiiiiii et eeeanee 88
MOdIfyiNg the VIEW PANE ........coi ittt e e e e e st e e e e e s s nnta e e e e e e e e s 89
USETUL FUNCLIONS ...ttt e e st e e e e e s e bbb e et e e e e e s nbnbneeaaaeeean 91
Administration CoNSOlE ParamMeters ............coiiii i e e e e 93
10. DIRECTORY SERVICES. ...t 94
Administration Console CONNECION PrOCESS........ccuuuiiiiieeie it ee e e e s ssiiee e e e e e s e sbeeeeeeeeesenneees 94
CONNECEING 10 DIFECIONY SEIVICES. .. ciiiueiiieiiiiiee ittt ettt ettt e st e e e et e e sabe e e e aneeas 95
11. UNDERSTANDING USERS, GROUPS, AND CONNECTIONS.............. 100
PowerTerm UsSer ODJECT PrOPEITIES ......coiiuiiiieiiiii ettt 103
(Oo] ] gT=Tox 110 I @ o] 1T ol O PP T P PP OUPPPP 109
(CT 0N o O] o 1= £ O PO TP PP OUPPRO 109
IMpPleMENtiNG ACCESS POIICY ..ot 117

12. DEPLOYING APPLICATIONS AND DESKTOPS WITH TERMINAL

SERVICES . ... oot 119
L@ Y= 1 SO 119
PUDBIISNING...cco 125
Microsoft App-V INtegration .........coooe i 140

13. CONFIGURING POWERTERM LOAD BALANCER........cccooevviiieeiieee, 148
PowerTerm Load BalanCer SEIVET.........ooi ittt 149
PowerTerm Load BalanCer AGENT.... ...ttt 152
PowerTerm Load Balancer Administration TOOI ...........oooiiiiiiiiiiiiieice e 152
Optimizing the Load BalANCET .........ccoiiiiiiiiieee et 157

14. DEPLOYING DESKTOPS WITH VDI ..o, 161
D= 1 010 g U 161
The VDI CONNECLION PrOCESS. .. .uuiiiiieeeieiiieiieitee e e s seiieteeeeeeesssnsteteeeeeeesssasssaaaeeeeeessannsnreeeeaeeses 162
Getting Started with PowerTerm WebCONNECT.........occviiiiiiiiieiiee e 162
LTS3 =11 = 14T R 163
Preparing VirtUal DESKIOPS ......ouuiiieiiiiiie ittt sttt s sebe e e s snbe e e e e et e e e e eneeas 163
Connection Broker AdMINIStration TOO .........ccooiuiiiiiiiiiii e 170
USING POOIS ...ttt e e ettt e e e e e e e e ab bbb et e e e e e e e nbnbeeeaaae e s 185
AULO RESIZING POOIS .....eeiiiiiiii ettt e e e et e e e e e e e nba b e e eaaae e an 188
Virtual Desktop ASSIGNMENT OPLIONS .......eiiiiiiiiiee ittt e e e e e b eaae e as 189
Creating a Simple VDI IMplementation..............ueeiiiiiiiiiiiieie e 190
Creating a Remote PC ACCESS SOIULION ......o.uuiiiiiiiiiie e 192



Creating an ENOMaly ClOUd ..........oouuiiiiiiie e e e e e e s e s e e e e e e s e e nanraeaees 193

Connecting from WYSE ThiNOS ........ouiiiii e e e et e e e e e e s s s nnnraeee s 194
I (0]01 0] =] g T o 1V PSR 196
15. CREATING A PC-OVER-IP BROKER ..o, 197
AdMINIStEring PCOIP DEVICES ........coiiiiiiiii i 202
16. ENHANCEMENTS FOR TS AND VDI ....uiiiiiiiiieeeeeee e, 205
EFICOM BIAZE ... .ottt ettt e e et e e et e e 205
Single Sign-0on from WOTIKSTALION ..........eiiiiiiiieeiie e 207
811 1= To [ D=1 (o] o TP O TP OUPPPO 208
True Multimedia EXperience/ReVerse SEaMIESS........c.coiiiiiiiiiiiiaiiiiii et 209
17. UNIVERSAL PRINTING ... e 212
[ a1 oo [F Tt 1o o PO PTRRT P 212
Using Ericom Blaze Printing 0N WINOOWS .........cuuiiiiiiiieiiiii et 213
Using Ericom Printing 0N MacC/LINUX .......couueiioiiiiiieiiiee et 214
Using Ericom ACCESSNOW PHNING.......otiiiiiiiieiiiii et 215
Using Net2Printer with PowerTerm WebCONNECT...........ooiiiiiiiiiieiiee e 217
Using triCerat ScrewDrivers with PowerTerm WebConnect ..........ccoccoveiviiiinicic e, 222
Using Microsoft Easy Print with PowerTerm WebConnect (RDP ONly) .......cccocvveiviiieeeninn. 226
Selecting the Default PrINTEE ..........vieiiieeeieeeeeeeeeeee ettt eeesaeaaseessesesesesesesessssserannnes 227
18. ERICOM SECURE GATEWAY ... 228
Configure the Broker Server Variables ... 228
Modify the Secure GateWay il ........c..eiiiiiiii s 229
Configure the CHEN @S ........oii e 230
Connecting uSiNg the SECUIE GAEWAY .........cccoiiiiieiiiiiee ittt ettt 232
Configure the AUtNENLICALION SEIVEN .........iviiiiiiiiiiiiieeeeeeeee e e e eeeeesareseresereseeerarane 233
Disabling HTTP/HTTPS filtering ...cccooeeeeeeeee 234
Set the Secure Gateway Default URL .............oovviiiiiiiiiiiiiiiiiieiieeseeeeeeveeeeeeseeeseeeseaesesssesesesesenane 235
19. TERMINAL EMULATION WITH HOSTVIEW ..., 236
[ a1 oo [N Lot 1 o] o PP OUPRP 236
Configuring Legacy CONNECHIONS .......c.uuiiiiiiiie ettt ettt e e 236
PowerTerm WebConnect HOStVIEW SEHNGS .......eviiiiiiieiiiiie ittt 239
LPD Printing With PrintVIeW ... 244
21. REMOTE SHADOWING WITH QUICKVNC........cccoiiiiiieeii e, 251
22. REMOTE ASSISTANCE WITH SUPPORTVIEW ..., 254
Requesting @ SUPPOIVIEW SESSION......coiiiiiiiiiiie ettt a e e e e e e e e 256
Remote Attach using AdminiStration TOOI...........cooiiiiiiiiiiie e 257
23, MESSAGING ...t 259



24. IMPROVING PERFORMANCE ......cooiiii e 261

USING & DEAICAIEA SEIVET .....oiiiiiiiieiieiee ettt e e et e e e 261
MEIMOIY RESOUITES ......vttiiiiiiei ittt ettt e et e e e s e e et e e s s et e e e e e e e s s nare e e e e e e e s 261
Alternate CoNNECHION POINTS ........uiiiiiiiii e e e e e e e e e s e senbereeeaaaeeeas 262
PowerTerm WebConnect Server's ProCess Priority .......ccccccevivcuiiiieeie e iccciieee e seiiineee e 262
Best Practices for a Healthy ENVIFONMENT .......c.ocoiiiiiiiiiiicc e 263
25. IMPLEMENTING ACCESS SECURITY oriii e 264
ENCrYPtiNg WItN SSL....eiiiiiiiiiii ettt sttt e e e e e e 264
Enabling FIPS ComplianCy iN RDP .......cooiiiiiiiiit ettt 267
26. RADIUS AND RSA® AUTHENTICATION ...ooovivioeeeeeeeeeeeeeeeeeeee e 269
ST NS =T U I I PRSP 269
= Lo 11 LT OO PP PPPPPPPPP 272
L8]] Y oo T TP PP PPUPPUPPPTPTN 272
RADIUS fOr PCOIP DEVICES ......eeeieeiieee ettt e st e e e e e e s st ee e e e e e s nnanbeeeaaaeeeas 274
27. JUNIPER® SSL VPN INTEGRATION ......viuiteeeieeeeeeeeeeeeeeeee e 276
SSL VPN CONfIQUIALION ....eiiiiiiiiiieiieeeieeeeeeeeeeeteeeeeeeeeeeeeeeeseesessesasssasssssesssssessssssssssssssssssssssnnnnnnnes 276
WSAM ConfIQUIAtioN .......ccooiiiii e 276
JSAM CoNfIQUIALION ..o 278
Portal Configuration ............cooo i 279
Configuring SIiNGIE SIGN-ON .....coiiiiiiiiiie e e 280
AdditioNal USEfUI POIICIES ...t e s e e e e e et reeeeaee e s 281
28. MONITORING AND AUDIT TRAILS ... 282
Monitoring ONlNE ACLIVILY .......cooi i 282
29. RECONNECT FEATURES ... 289
ApPlication ZONE RECONNECT .......cooiiiiiiiiiiiie ettt s 289
Y ETS] o] TN =T o ] 1= o (SO 290
BlAZE RECOMNNECT ...ttt e e et e et e e e e e e bbb e et e e e e e e e nbnbeeeaaaeeean 291
NEIWOIK RECONNECT ...ttt e e e ettt e e e e e e nbnbaeeaaaeeean 291
30. UPGRADE INSTRUCTIONS ... 295
Uninstall the Current INStallation ............ooo i e e e e 295
Backup the Previous INSTAlAtioN ...........cooiiiiiai e 296
INSEAll tNE NEW VEISION ...eeiiiiieeiiiiiiiiie ettt e e e e e e e e s e et e e e e e e s s ennnbareneeeeesnnsntanneeaeaean 297
Applying Server UpdateS/PatCNEs ........oocuuiii ittt 297
31, CUSTOMIZATIONS ... .ot ean 300
32. APPENDIX AT ENVIRONMENT VARIABLES ..ot 302
33. APPENDIX BT ADMINISTRATION CONSOLE .......ccoveiiiiiieiiieieeei, 309



[0Y (0] 4 aE= 1 0T A I =T AN 314

o] o =T U T=TS I - [o o SRS 323
34. APPENDIX CT TECHNICAL SUPPORT ..., 340
Error TroubleShOOtING GUITE.........oiiiiiiieiiiiie ettt 340
Requesting TEChNICAl ASSISTANCE ........ccoiiiiiiieiiie e e e e s st reaae e 341
Technical SUPPOIt DEDUQG LOGS. ... uiiiiieiiiiiiiiieiie et e e e e e s s e e e e e e s e s nnrnraeeeaeeeean 341
ABOUT ERICOM. ... e 344



ABOUT THIS DOCUMENT

This guide assumes that the PowerTerm WebConnect administrator will be
familiar with:

f  Microsoft ® Terminal Server or Citrix ~® XenApp management
1 Intermediate networking knowl edge
1 Basic web server administration knowledge

Some features documented in this guide may not be available in the edition of
PowerTerm WebConnect that you are using , for example, the DeskView line

does not include seamless applications . There is no index provided in this
document. The most effective method to find specific content is to use the

find or search feature of the viewer that is being used to browse this

document. Enter relevant keyword(s) into the search function and browse

through th e results.

Certain chapters will have pertinent configuration information for 64 -bit (x64)
operating systems. |If an x64 platform will be used , be sure to search through
this document using the keyword x64 to find all relev ant information.

All titles, labels, and names (such as product names, features, and functions)
will be displayed using italics .

Useful descriptions, hints, and warnings will be bordered with a box.

Important terminology used in this document:

I Terminal Se rver (or Remote Desktop Server) T an operating
system that can receive RDP requests from multiple users . Thisis
usually Windows 2003, 2008, 2008 R2, or Server 8.

1 Host (or RDP Host) 1 aremote system performing the computing
This can be a Microsoft  Terminal Server or a workstation OS such
as Windows 7

VDI i Virtual Desktop Infrastructure
RDP i Remote Desktop Protocol
PTWC 1 PowerTerm WebConnect

= =2 =4 =4

RemoteView 1 Com ponent used to access Windows based
applications and desktops




1.

INTRODUCTION

What is PowerTerm® WebConnect?

Ericomé6s Power Term WebConnect is a powerful

managing access for various types of host ing platforms. Such platforms

include Remote Desktop Session Host s (Terminal Services), Virtual Desktop
Infrastructure (VDI) and Legacy Systems. PowerTerm WebConnect enables IT
administrators  to get the most out of their Terminal Servers and VDI

environments with minimal effort , while reducing  com plexity in managing
access to applications, desktops and documents. Users can utilize PowerTerm
WebConnect to connect to applications, desktops and documents from a wide

range of client devices including Windows ®, Linux, and Mac OS X, and various
thin -clie nt devices. In addition, PowerTerm WebConnect provides secure,

encrypted connections for both internal and external access.

Application Publishing

PowerTerm WebConnect enables remote accessto applications and content by
any authorized user. These are view ed as seamless windows , where the
remote applications are fully integrated into the local desktop ; thu s local and
remote application s look and behave similarly . PowerTerm WebConnect
supports both Microsoft RemoteApp a nd Ericom True Seaml
seamless windows mechanisms.

Connec

Wi ndows

The Administrator configures the published appl i c asetiofmwngrs, the
published applicationds | ocation (|l ocally the c
the Terminal server), and thelocatio n of the published applicationd

(Desktop, Application Zone, and/or Start menu).

End-User Client Components

One major benefit of PowerTerm WebConnect is that end -users do not need
to manually download  and install different client software to access va rious
types of resources. Instead, users utilize a single interface that provides that
appropriate view of resources based  on their type and the host they are

located on .

PowerTerm WebConnect includes several clients that are used with various
back -end sy stem s:

1 RemoteView is a native client used for accessing Windows based
applications and desktops. This is also used for Blaze enabled
sessions.



1 AccessNow isused for accessing Windows based applications and
desk tops using HML 5 browsers

1 HostView isused for accessing character -based applications
running on legacy systems such as IBM Mainframe, Linux, etc.

1 SupportView is for remote desktop support.

q PrintView is for managing remote LPD based print

 QuickVNC is for remote desktop connectivity.

 PowerTerm WebCon nect for Thin Clients
In general, a basic workstation or thin clientisthe  sufficient to run the client
compo nents. By using a repurposed PC or thin client device, additional cost
savings can be achieved with a PowerTerm WebConnect solution .

Centralized management

PowerTerm WebConnect includesa  n administration console that can be used
to tailor application usage for different types of end -users. All settings are
saved onto a central and redundant platform for robust application and

desktop delivery.

Ericom Blaze RDP WAN Acceleration

Ericom Blaze provides end  -users with an enhanced remote computing
experience on most networks: WAN, LAN, Broadband, and air cards . Thisis
achieved by significantly accelerating and compressing Microsoft Remote

Desktop Proto col (RDP). The results are higher frame rates, improved

response times, and smoother screen updates.

Enhanced Connection Broker for VDI

PowerTerm WebConnect DeskView Connection Broker is enhanced to provide
additional functionality:

91 Linked Cloning reduc es virtual desktop storage requirements.

91 Auto -sizing Pools ensures that an optimal amount of virtual
desktops are running. New virtual desktops are created based on
user demand.  Extra virtual machines are deleted automatically
mak ing better use of server  resources.

1 Availability Restriction Control limits access to virtual desktops on
pre - determined times of the day.

1 Desktop Image Templates expedites the creation of new desktops
by using existing configuration templates.

10



1 PColP Desktop Selection from Pool allows the end -user to select a
specific PColP hardware host from a pool.

1 PColP Radius Support provides two -factor authentication from
PColP clients.

What 6 sinNH.& w

Ericom AccessNow Browser Access

Ericom AccessNow is supported with the web -based Applic ation Portal . This
can provide access to Chromebooks and devices that have an HTML 5 browser
with WebSockets enabled. Printing support and file transfer is included.

Ericom AccessToGo Mobile Access

Ericom AccessToGo is supported to provide access t 0 most types of Apple iOS
and Android based devices.

Latest version of Blaze 2.2

Ericom Blaze 2.2 now includes a built -in universal printer.

AccessPad for Mac and Linux clients

AccessPad is the name forthen ~ ew and improved native clients for Mac and
Linux operating systems. Now includes universal printing too.

High Capacity Load Balancer for Terminal Servers

The PowerTerm WebConnect Load Balancer has been updated and load tested
for higher user capacities.

High Capacity Secure Gateway

Ericom Secure Gatewa Y is supported in 5.8. The Secure Gateway runs on a
separate server to improve workload efficiency of the PowerTerm WebConnect
system.

Updated DeskView Server Connection Broker

Update connection broker can handle larger databases and loads faster

11



GETTING STARTED

This manual covers many different features included with PowerTerm

WebConnect. To help you get started, the sections in this chapter will cove r
prerequisites, basic instructions, and direct you where to go for further

instructions. You may find yourself coming back to a different section in this

chapter for help on getting started with a different feature

The following features of PowerTerm WebConnect  have their own dedicated
manuals for those looking for more in depth documentation. Each of these

feature s is available as a Standalone version as well T fully functional without
the PowerTerm WebConnect  connection broker.

M Ericom AccessNow

M Ericom AccessToGo
1 Ericom Blaze
1

Ericom Secure Gateway

Prepare Windows for PowerTerm WebConnect

This secti on will cover pre -requisites and help you get started with installing
PowerTerm WebConnect on a Windows 2008R2 Server.

Enable the following  Server roles: Application Ser ver and Remote Desktop
Services

Select one or more roles to install on this server.
Roles:

|: Active Directory Certificate Services
|: Active Directory Domain Services
|: Active Directory Federation Services
[] Active Directory Lightweight Directory Services
|: Active Directory Rights Management Services
[¥] application Server
] DHCP server
[] oNs server
[] Fax server
] File services
|: Hyper-¥
] metwork Policy and Access Services
|: Print and Document Services
Remote Desktop Services (Installed)
] wieb server (115)
[ windows Denlavment Services

While adding the Application Server Role, check Web Server (IIS Support) and
then click Add Required Role Services

12



Add Roles Wizard

ﬁ% Select Role Services

Before You Begin Select the role services to install for Application Server:
Server Roles Role services: Description:
Application Server T T—— Web Server (IIS) Support enables
= Application Server to host internal or
Role es Web Server (1IS) Support axternal Web sites and Web services
Canfirmation = cu that communicate over HTTP. Tt
=i -
T Add Roles Wizard
Resuilts o _ _
i Add role services and features required for Web Server (lIS) Support?
W=
= You cannet install Web Server (I1S) Support unless the required role services and features are also installed
Role Services: Description
[ Application Server Application Server provides central

i management and hosting of high-
Windows Process Activation Service Suppart P et Wk

[ Web Server (I15) applications such as those built with
Web Server Enterprise Services and NET Framework
Management Tools 351

B NET Framework 3.5.1 Features
WCF Activation

I Add Required Roke Services II cancel |

When prompted  to select IIS features, check ASP.

Select the role services to install for Web Server (IIS):
Role services:

= [E web Server -
= [E Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Erraors
HTTP Redirection
[] webDav Publishing
= [@ Application Development —
ASP.NET
ELExtenaibility

ISAPT Extensions

Continue through the wizard and complete the installation

Add Roles Wizard

Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Raoles
Application Server

Web Server (IIS)
JMNET Framework 3.5.1 Features

Application Server
Role Services
Web Server (IIS)

Windows Process Activation Service
Role Services

At the end of the installation, a reboot prompt may appear. Reboot the
server.

Next, i nstall .Net4 Full onthe server . The installer may be downloaded for
free from Microsoft. Ericom support can also direct you to the appropriate
link.

13



E% Microsoft .NET Framework 4 Setup ]

Installation Progress N
Please wait while the .NET Framework is being installed. Mig

NET

Once .Net 4isinstalled , configure IIS for HTTPS (this may also be performed
after the PowerTerm WebConnect  application is installed).

Go to IS and enable HTTPS on port 443. This is required for AccessToGo
support.

Go to the fiWeb Siteodo where Access DeadloWelwi | | be inst
Site ) and click on  Bindings .

Y =
M— é --'I-h'll.-ll].-llllll.Ih-
Click Add and change the type to https . Choose an S SL certificate from the
drop down list (one must be selected).

Type | HostMame | Port | 1P Address | Binding Add...
http 80 =

Edit, _l

Add Site Binding E |
/e

Type: IF address: Port: . |
Ihttps j I.ﬁ.ll Unassigned j |443
1 Host name:
551 certificate: _l
WMSwc-J5-A08 Tradin
| &
HTTF = Mot

e T T TR

Click OK to complete the configuration and now IIS will be enabled with
HTTPS as well.

Configure the Windows firewall with the appropriate Ericom ports. Create a
new Inbound Rule for ports 4 000, 4001, 4020, 4030 , 3399,8080 . Ifthe
DeskView VDI broker will be used, add the VDI Er icom Tools agent port 4045.

@ Windows Firewall with Advanced 5 [FT8 RRE T T
o
K% Outbound Rules

Name Group =
'Q‘AccessNow All Allow

% Connection Security Rules
K, Monitoring

@ Ericom Ports Al Allow
L4 BranchCache Content Retrieval (HTTP-Tn) BranchCache - Content Retrie. All No Allon

Name the new rule  Ericom Ports . The RDP port (3389) should already be
configured) on the Firewall. Configure any network firewalls to allow the
Ericom ports through to the server.

14



Protocol and Ports
Steps:
Rule Type Dioes this rule apply to TCP or UDP?
Protocol and Ports & TCP
@ Action " UDP
@ Profile
@ Name Does this rule apply to all local ports or specific local ports?
Al local ports
* Specific local ports: |4DDD. 4001, 4020, 4030, 3399, 8080
Example: 80, 443, 5000-5010
Continue to Chapter 3  for instructions on how to install and activate
PowerTerm WebConnect . The installation usually takes 15 -30 minutes
Return to this Getting Started Chapter to learn about using the Ericom Secure

Gateway, Preparing the Terminal Server, and publishing applications and
desktops.

Installing the Ericom Secure Gateway

PowerTerm WebConnect includes a Secure Ga teway to manage and proxy

access between internal Ericom servers and remote end -users. The Secure
Gateway is typically installed in the DMZ and acts as asingle portrelay  proxy
for all PowerTerm WebConnect related communication. This means that only

one port needs to be opened on the external firewall. The Secure Gateway
will securely tunnel all related communication through its port: PowerTerm
WebConnect (4000), RDP (3389), Blaze (3399), AccessNow (8080), HTTP
(80), HTTPS (443), emulation (80), SSH (22 ), and more.

The Secure Gateway server is typically installed in the DMZ, whereas the
PowerTerm WebConnect server is installed on the LAN.

Each Secure Gateway can only be configured for one PowerTerm WebConnect
broker server. In a clustered environment wi th multiple broker servers, add
additional Secure Gateway servers to provide redundancy.

The following diagram illustrates the communication flow from users at
remote connections to the PowerTerm WebConnect environment using the
Ericom Secure Gateway.

15
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Installation and Configuration

Install . Net 4 Full on the server that will run the Secure Gateway.

B& Microsoft NET Framework 4 Setup

= S

Installation Progress m
Flease wait while the .MET Framewaork iz being installed. Micrasalr

NE

Once .Net 4 is installed, download and install the Ericom Secure Gateway
using the MSl installer. The MSI installer is included with the PowerTerm

WebConne ctinstall under the ~ AddOns folder: C:\Program Files (x86) \Ericom
Software \WebConnect 5.8 \AddOns\SecureGateway EricomSecureGateway.exe

When prompted for the Setup Type , select Custom . When PowerTerm
WebConnect is in use, t AutenScatioru rServeGastnaEway 0 s
required. This is only required if standalone clients (such as the Blaze client)

will be used in the environment as well).
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i'.§- Ericom Secure Gateway - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

" Complete

All program features will be installed. (Requires the most disk
space.)

¥ Custom

Choose which program features you want installed and where they
will be installed, Recommended for advanced users,

If only PowerTerm WebConnect will be used, select the

Authentication Server

and change the setting to This feature  will not be available

i'.‘w!;'- Ericom Secure Gateway - InstallShield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Descripkion

(=3 This feature will be installed on local hard drive.

1B Thiz feature, and all subfeatures, wil be installed an local hard drive.

(=l ~ | Secure Gatewa
Fr———— _ (Perform authentication services
S= R4 | Authentication Server frr Erirrem e b

Next, select the port that the Secure Gateway will listen over. In most cases

use the default value of 443.

i Ericom Secure Gateway - InstallShield Wizard

Ericom Secure Gateway Configuration

— Gateway Listening Ports
Secured Port: |443

[ Enable HTTPS auto-redirect listener on port 80

[+ Add Windows Firewall rule to allow inbound connections for Ericom Secure Gateway

— Gateway Certificate

™ Use Ericom Secure Gateway Self-Signed Certificate

¥ Select a Certificate from Windows Storel Select Certificate |

| T |
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The Secure Gateway includes a built -in web server to host various Ericom
client pages, such as AccessNow Standalone). T he web server will always
operate over the Secure Gateway port. The Secure Gateway will
automatically redirect HTTP requests (over port 80 ) to HTTPS when the
Enable HTTPS auto -redirect setting is checked.

To use a trusted certificate with the Secure Gatew ay, click Select Certificate
All available certificates in the Local Computer | Personal store will be
displayed. Select the desired certificate for use with the Secure Gateway.

Windows Security E

Local Computer/Personal

Select the certificate to be used by Ericom Secure Gateway, then press the OK
button.
When a certificate is selected, you can view its properties,

1| US-AQ8.ericom.local

Issuer: Ericom Software

G valid From: 4/3/2012 to 4/3/2013
— _
US-A08.ericom.local
| ("_ Izsuer: Ericom Software
= valid From: 4/9/2012 to 4/9/2013

— _ :
US-A08.ericom.local
[ If’_}’ Issuer; Ericom Software
= Valid From: 4/9/2012 to 4/9,/2014
oK I Cancel

At the Connection broker selection dialog, check PowerTerm WebConnect

The Secure Gateway has a security feature to only allow requests using a
connection broker and to deny all requests from standalone clients. To enable
this, check:  Only allow connections from a connection broker
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Connection Broker Selection

= i r that will be used by the Gateway ————————————
¥ PowerTerm WebConnect

" YMware View

™ Mo connection broker in use

¥ Dnly allow connections from a connection broker, Deny connections from standalone dients:

At the PowerTerm WebConnect Configuration dialog, enter the address of the
PowerTerm WebConnect server that will be accessible from the Secure

Gateway.

PowerTerm WebConnect Server Configuration

Address:

~ WebConnect Server

Reminder: Configure PowerTerm WebConnect Server Configuration with the address and port
of this Secure Gateway

Iericom-ptwc-sw Port: |4U[JD

Ericom Web Server Proxy Configuration

Ericom Secure Gateway can act as an HTTP Proxy to Ericom Web Server Components

{+ HTTP
Address: fericom-ptwc-svr] Port: Jso P
Once the Secure Gateway has been installed and configured , continue to
Chapter 1 9 for instructions on  how to configure PowerTerm WebCo nnect to
use the Secure Gateway . The additional ste ps that are required to complete
the configuration consist of:
1. Configure three environment variables in the PowerTerm
WebConnect Administration console to enable the Secure
Gateway.
2. Configure Application Zone, Appl ication Portal and AccessToGo

clients that will be used externally to point to the Secure Gateway
for the PowerTerm WebConnect address. The Secure Gateway is
acting as a proxy to the broker server. A set of files to be
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configured for external use is pres entinthe web folder and all
start with fisgo.

Single Server Pilot Implementation

To install PowerTerm WebConnect as a pilot, only one server is required. This
server will serve as the Terminal Server/Remote Desktop Server as well as
the PowerTerm WebConn ect Server.

The optional Secure Gateway may also be installed on the same machine, but
must not use its default port 443. Port 443 will be assigned to 1IS, as thisis a
requirement for AccessToGo. Configure the Secure Gateway to use an
alternate portv alue, such as 4343. Also disable the auto HTTP redirect
feature so there is not a conflict on port 80.

For production implementations where Access ToGo and the Secure Gateway
will be used, the Secure Gateway is installed on a dedicated system in the
networ k 6 s DMZ.

Terminal Server Preparation

Perform the following steps to enabled Remote Desktop Services and prepare
the server for use with PowerTerm WebConnect.

Go to the Server Manager and add the Remote Desktop Services role.
[T FFIAT and DOCUMERT SEMVICES
IZ Remote Desktop Services
[ weh Server 175

Sele ct Remote Desktop Session Host :
Role services:

E Remote Desktop Session Host
= [ ] remote Desktop Virtualization Host
l: Care Services
[ ] RemoteFx
[ ] Remote Desktop Licensing
[ ] Remote Desktop Connection Broker
[] rRemote Desktop Gateway

[ pamnte Nackten Weh Arcace
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When prompted to configure Network Level Authentication in the role wizard,
select Do not require network | evel Authentication

Specify whether Network Level Authentication is required.

™ Reguire Network Level Authentication

Only computers that are running both a version of Windows and a version of the Remote Desktop
Connection dient that supports Metwork Level Authentication can connect to this RD Session Host server.,
If you are remotely connected to this server, ensure that your computer supports Network Lewvel
Authentication to enable reconnection to this server.

{* Do not require Netwark Level Authentication

Computers that are running any version of the Remote Desktop Connection dient can connect to this RD
Session Host server,

i 5| This option is less secure than when Metwork Level Authentication is used because user
¥ authentication occurs later in the connection process.

Continue through the rest of the wizard and reboot the server when
prompted.

Configure the Terminal Server Windows firewall with the appropriate Ericom
ports. Create a new Inbound Rule for ports 8080, 3399, 4020, 4030.

‘ Windows Firewall with Advanced 5 ST LT 1=
[=Ebound Rules =
B3 Outbound Rules s Group Enabled
B Connection Security Rules & Accesshiow Al Ves Allow I 3 MNewRule...
., Monitoring D Ericom Ports Al Yes Allow
{4 BranchCache Content Retrieval (HTTR-InY FranchCache - Content Retrie.. Al o Alloy N o

Name the new rule  Ericom TS Ports. The RDP port (3389 ) should already be

configured) on the Firewall.  Configure any network firewalls to allow the
Ericom ports through to the Terminal Server(s).
[ e inbound e wiand i

Pratocol and Ports
Specify the protocols and ports to which this rule applies

Steps:

& Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ~ TCP

@ Action ' UDP

¢ Profie

& Name

Does this rule apply to all local ports or specific local ports?
" All local ports

' Specific local ports: |8080.3399,d030.402d
Example: 80. 443, 50005010

Install Ericom Terminal Server Agent, AccessNow Server, and/or Blaze Server
services on Terminal Servers

All Ericom Terminal Server components can be found in the AddOns folder.
l Accesshow [_[O[x]
é(_:jv ‘ + Program Files (x86) - Ericom Software = WebConnect 5.8 ~ AddOns - AccessMow - l@] I Search AccessMow 2]
Organize ~ 5 Instal ~  Mew folder = o- 0 e
A Favottes Name + Date modified Tz | sze |
B Desktop 115:34PM W
4 Downloads
=] Recent Places
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When publishing an application or desktop with
enabled, AccessNow Server or Blaze Server must be install ed.

Acceleration

Terminal Server Agent (TS  Agent) i this must be installed on all
Terminal Servers that will be used with PowerTerm WebConnect

AccessNow Server 1 this must be installed on all Terminal Servers
that will accept connections from clients using an HTML5 web
browser

Blaze Server 1 this m ust be installed on all Terminal Servers that
will accept connections from clients who have Blaze enabled
connections.

RDP Compression and

AccessNow sessions from an HTML5 browser will connect to the AccessNow
Server service while Blaze sessions will connect using the Blaze Server.

Publishing T arget
Target and Description
Extensions

User Access
Appearance

Requirements
Connection Types
Servers

Owiner

Erecution rles
Infarmation

Application Properties x

Choose your connection speed to optimize performance:
|Modem (56 Kbps) |

Allovs the: following

™ Menu and ‘window Arimation
¥ Themes
¥ Bitmap Caching

“wiindow Drag B ehavior:
IUse local setings ﬂ

=
=1

¥ Enable Ericom Blaze Enhanced RDP Compression and Acceler i
IVery Fast / Good Quality [Recommended) j

Ericom Blaze Server must be installed an the RDP hosts in order to

& thiz zetting

Next, i nstall third -party applications that will be published through PowerTerm

WebConnect.

Remember to co nfigure Remote Settings on Terminal Servers to allow users
to be able to RDP into the Terminal Server.
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) [~ Contral Panel ~ System and Security ~ System ~ &3 [ search control Panel

Contral Panel Home View basic information about your computer

) Devics Manager Windaws edition
) Remote settings |System Properties

' Advanced system settings Computer Name | Hardware | Advanced Remote |
~Remote Assistance

™ Zllow Remote Assistance connections to this computer

s
Remote Desktop Users 7]

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed

ERICOM2K3\Domain Users

- Remote Desktop

Click an aption, and the
" Dont allow connect #jiChange settings
& Alow connectighs f

Ferlai iy pree e

" Mlow connections ¢ I
Deckicp i e

T — To create new user accounts or add users to other groups, go to Cortrol

Panel and open User Accourts “akfor. <

See also enui n'e
Micr

Action Center | SR

Windows Update oK Cancel Learn more online...

Terminal Server Full Desktop or Application
Deployment

PowerTerm WebConnect can serve as a connection broker for applications and
desktops session on W indows Terminal Servers and Remote Desktop Servers
(TS/RDS). All connections between end users and the RDP hosts are fully
managed and secured by PowerTerm WebConnect. Protocols that are

available for TS/RDS deployments are AccessNow, RDP, and Blaze.

Once the Terminal Servers are prepared and the PowerTerm WebConnect
broker is installed, publish desired applications and desktops and assign then
to the Active Directory users and groups.

'owerTerm WebConnect Administration Console - [localhost:4001]

Action | Server \iew Files Tools Options Help

Mew * Windo tion... A
r L= AL
ié' Quick Access Dialog ri Multiple Windows Applications. .. i ~ ~
= Remote Windows Desktop...

lled | Comm-Type |

Host Connection. ..

RDP
User... TN5250
TELMET
Group...
RDP
04/18/10 01:... 04/18/10 0%... ‘Yes ROP

Exit

View: |5 connections 3

To deploy a TS/RDS connection broker, focus on these chapters:

1 971 Administration Console i explains in detail how to use the
Server Administration Console
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1 12 i Deploying Applications and Desktops T covers the steps
required to publish applications and desktops. If Blaze wi Il be
used for RDP acceleration,  remember to install Blaze Server on
each Terminal Server.

1 13 7 Load Balancer Configuration T explains how to configure and
administer the Load Balancer for efficient Terminal Server usage.
1 16 T Enhancement features i covers enhancement features in

more detail (i.e., Ericom Blaze).

1 17 7 Printing 1 covers Universal Printing options and tips for
standard RDP printing

T 4,5 71 PowerTerm WebConnect Clients i covers how to connect to
applications and desktops using PowerT erm WebConnect.

Virtual Desktop (VDI) Connection Broker
Deployment

PowerTerm WebConnect can serve as a connection broker for virtual

desktops. All connections between end users and the virtual desktop
environment are fully managed and secured by PowerTer m WebConnect.
Protocols that are available for VDI deployments are AccessNow, RDP, and
Blaze. To deploy a VDI connection broker, focus on these chapters:

NOTE It is recommended to read all the chapters covering Terminal Server
deployment even for VDI dep loyments.

1 971 Administration Console i explains in detail how to use the
Server Administration Console

1 14 7 Deploying Desktops with VDI T instructions on how to
configure the connection broker to manage access to VDI
desktops.

1 16 i Enhancement features 1 covers enhancement features in

more detail (i.e., Ericom Blaze).

1 17 7 Printing 1 covers Universal Printing options and tips for
standard RDP printing

1 4,571 PowerTerm WebConnect Clients i covers how to connect to
app lications and desktops using PowerTerm WebConnect.

Hardware-based PColP Connection Broker
Deployment

PowerTerm WebConnect can serve as a connection broker for hardware -based
PColP devices. All connections between end users and the PColP host
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hardware are fully managed and secu red by PowerTerm WebConnect. When
an end -user connects form a PColP client (also known as a puck or portal),

the PColP protocol will be used. When the end -user connects from any device
that does not support PColP, RDP or Blaze protocol will be used. To deploy a
PColP connection broker, focus on these chapters:
1 14 i Deploying Desktops with VDI T explains how to deploy virtual
desktops from hosts such as VMware ESX and Microsoft Hyper -V.
1 15 7 Creating a PColP Connection Broker T this chapter focuses on
the using PowerTerm WebConnect as a connection broker for
PColP hardware devices. Note that software based PColP is not
supported .
1 4,571 PowerTerm WebConnect Clients 1 covers how to connect to

applications and desktops using PowerTerm WebConnect.
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POWERTERM WEBCONNECT SERVER

Installing PowerTerm WebConnect Server

PowerTerm WebConnect and its components are installed under C:\Program

Files\Ericom Software \WebConnect X.x (where X.x is the version number)

by

default . The installation path can be specified during the installation process.

Double -click on the installation file to begin.

NOTE PowerTerm WebConnect can be installed on the following platforms:
Windows 2003 (all versions), Windows 2008 (all versions), Windows
2008R2, and Windows 7

Server Prerequisites

Before installing PowerTerm WebConnect, the following features should be
active on the target server:

T .NET Framework 4 Full installation. This can be downloaded
from the Microsoft website.

1 Application Server Role
o Enable ASP.NET and ASP

o IS web server role (may also be installed on a separate
system)

0 HTTPS enabled in IIS (required for AccessToGo)

freely

HINT  PowerShell script to enable requirements on a Windows 2008 R2 server:
# Run the following com mand first to allow you to run scripts:
# Set - ExecutionPolicy RemoteSigned
# Import the Server Manager Powershell modules
Import - Module servermanager

# Install ".Net Framework 3.5" Feature and "1IS" Role with "ASP.NET"and "IIS 6
Scritping Tools"

Add- WindowsFeature Net - Framework, Web - WebServer, Web - Windows - Auth, Web - Asp- Net, Web -

Lgcy - Scripting i restart

Step 1 - Specify local folder for installation files

When prompted, specify the local directory to extract the installation files to.
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Location to Save Files il
Where would you like to save your files? oy

Flease enter the folder where you want these files saved. IF the folder does not
exist, it will be created for vou, Tao continue, click Mext,

Save files in Folder:
I c:itemp)|

Change. ..

Step 21 Evaluation Mode

When prompted, enter  the serial number or click  Evaluate to install
PowerTerm as a 30 -day trial.  Entering the serial number does not activate
the product; go to the Activation section for more information.

Thank You For Purchasing

¢_ERICOM

Ericom® Software PowerTerm® ACCESS DONE RIGHT

Please input the Serial Number
The Serial Murmber is located on the inside cover of your CD sleeve

- - - ‘ o DR | X Cancel

To evaluate this product, click the button below

Evaluate |

NOTE The evaluation package of PowerTerm WebConnect runs in Enterprise
mode. Once activated, the purchased PowerTerm WebConnect edition will
be enabled.

Step 3 - Select the Setup Type

At the Setup Type selection screen choose one of the following options:

Setup Type
Click the type of Setup vou prefer

" Full Installation - All PowerT e WebConnect components

{~ Server Installation - All server components

" Sepver Installation - PowerTerm "WebConnect Server anly

~ Administration Toals anly

{~ Web Server Components only

" PowerTem Weblonnect Clients for Terminal Server ar ather restricted user environments

= Terminal Server Components to support Rematsview, load balancing and seamless mode
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NOTE If PowerTerm WebConnect is alre ady installed on the server, selecting a
different Setup type will overwrite the existing type - resulting in
unselected components being removed from the server

The Full Installation is used for most installations.

NOTE A Full Installation  will notins tall AccessNow or Blaze Server on the
Terminal Server. If  AccessNow or Blaze is planned for use , install the
respective server MSI located under the WebConnect AddOns directory
after the Full installation has compl eted .

Step 41 Local Directory for PowerTerm WebConnect

Specify the local directory for the installation of PowerTerm WebConnect.

C:h.. \Ericom SoftwareiwebConnect 5.8 Browize. . |

" Destination Folder

Step 51 Start Menu location for PowerTerm WebConnect

Select Program Folder
Fleate salect & peogram lokder.

Setup wil add program icons to the Program Folder ksted below. You may type a new folder
name, of select one feom the esssting folders st Chck Next to contirue,

Program Folders:

Step 6 T Web server ASP configuration

If prompted, enable AS P. The Power Ter m WebConnectds web based
components (i.e.,  Application Portal and on  -demand installations ) requires IIS
with ASP and HTTPS enabled.

. ¥ou have selected ko install the Power Term WebConnect Web Components as a part of this installation.
. The Web Components require ASP processing to be enabled on the local 115,
Do wou wish ko enable it?

Step 77 Upgrade Message

If this is an upgrade insta I, the previous configuration will be imported at the
end of the installation. See chapter on Upgrade Instructions  for more details.

[ i | To copy the database and configuration from an existing PowerTerm
W WebConnect installation use the Upgrade Utility.
~ TheUpgrade Utility can convert the database of any previous version of
PowerTerm WebConnect.
Launch the Upgrade Utility from the Start Menu after the installation

completes,
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Step 81 Set the WebConnect Cluster Name

The Cluster Name is a custom identifier for the PowerTerm WebConnect

environm ent. This is something that is set by the administrator. If previous
settings will be imported, the cluster name from the imported settings will be

used.

When using more than one PowerTerm WebConnect server within the same
environment (i.e., for redundan cy purposes) a cluster name is used to identify
all the servers of acommon group . A PowerTerm WebConnect server can

only be a member of one cluster.

Any cluster of ane or more PowerTerm WebConnect servers must have a Cluster Name.
This name must be unique in the netwark and will be viewable by end-users.

Faor instructions on how to change the Cluster Mame after installation, please refer to the
Administrators” Manual.

lfthere is only a single PowerTerm WehConnect cluster in the organization, itis
recommended to use the organization name as the Cluster Name.

Registered Organization Marme: IEricom

“WehConnect Cluster Name: ||

Copy Organization Name

to Cluster Marme

Step 91 Terminal Server Agent

If PowerTerm WebConnect is be  ing installed on one of the Terminal Servers,
click Yes to install the Ericom Terminal Server agent. The TSAgent is required
on all Terminal Servers that will be used with PowerTerm WebConnect.

b, Do you intend b0 use this server as a Terminal Server?
‘-—‘/ Click Yes to install Terminal Server Components for Remotetiew load balancing and seamless windows.

Step 107 Complete Installation

After the parameters are set, the PowerTerm WebConnect installation will
begin. The process may take upto 10 minutes.

a Configuring =etup components... Pleaze wait!

At the end of the installation, click Exit and Run to launch the Administration
Tool. The PowerTerm WebConnect Server service will start au tomatically.
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Thank You For Installing PowerT erm WebConnect 5.7 -

Yiew Readme File

Flace Icons on the Deskiop

Exit and Run PowerT erm ‘webConnect Server

& |
& |

Step 117 Install Optional Enhancements

In order to use the built -in Ericom RDP enhancements (AccessNow HTML5
access and Blaze RDP acceleration) the respective server components must be
installed on the RDP hosts (Terminal Server/Remote Desk top Server).

The AccessNow HTML5 Server is located under the AddOns/AccessNow folder:

9( ;lvl . = Program Files (x86) - Ericom Software - WebConnect 5.8 ~ AddOns - AccessNow

Organize w» jElInstall ~  Mew folder

- Favories Name | ate modified [ rype
s
B Deskiop

The Blaze Server MSI is located under the AddOns/Blaze folder:
G(_)v + Program Files (x86) = Ericom Software = WebConnect 5.8 = AddOns ~ Blaze

Organize * Indudeinlibrary *  Sharewith *  New folder

- Favorites Name Date modified Type
x

B Desktop 3/20/2012 255PM  Win
4} Downloads 5 EricomBlazeServer.msi 3/20/2012 2:55PM  Win
& Dormns Dlosnn

Activating the Server

When PowerTerm WebConnect is first installed it will be started in Evaluation

mod e (30 -day period) . The server can be extended to continue an evaluation
or activate d once the product is purchased.

To extend or activate go to Start | Programs | Ericom Software | PowerTerm
WebConnect| PowerTerm WebConnect Server License Update

Key to send to Ericom:

I@GMIHQD-BSESRBA El

Serial Number:

Key received from Ericom:

I Activate Key |
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To activate PowerTerm  WebConnect once it is purchased:
1 Contact Ericom Support and send the serial number a n dKeyitosend 0 .

T An activation key wil!/l be returned, enter this
Eri como.

T The fiNumber of Licenseso will be updated.
To extend P owerTerm WebConnect to continue an evaluation:

f Contact Ericom Sales and send the fAiKey to send
additional days to needed to continue evaluation.

T An extension key wil/| be returned, enter this
Eri como.

1 The duration will be updated.

To apply the license either restart the PowerTerm WebConnect Server service
or reload the license using the Administration Console (Server menu)

% PowerTerm WebConnect Administration Console - [localhost4001]
Action | Server | View Files Tools Options Help

[ Disconnect i —
A IR Z

Configuration...

Default Settings...
4 Mam d | Enabled | Comm-Type
Default Power Pad. ..

Memo...

Deployment & Performance Statistics. ..

| Reload the License |

Directory Services

NOTE License errors may appear when hardware components are changed in the

server running  PowerTerm WebConnect Server. Changing the system time
or copying the license file from one server to another will result in a license
error as well.  Please contact Ericom Technical Support to obtain a new

license key in the event of an error

AccessNow and Blaze Activation with WebConnect

Certain editions of PowerTerm WebConnect include the AccessNow HTML5
access and Blaze RDP acceleration.  Both components having built -in licensing
mechanisms , however, these are  ignored when used with PowerTerm
WebConnect.

The individual AccessNow and Blaze licenses only need to be activated  when
the standalone AccessNow and Blaze clients will be used in addition to

PowerTerm WebConnect.
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Starting and Stopping the PowerTerm
WebConnect Windows Server

PowerTerm WebConnect is installed as a series of Microsoft Windows services.
The S erver must be running in order for clients to connect to it and establish

connections to the host systems. A web server must be installed/available

and running in order  for end users to download the client components . By
default, the PowerTerm WebConnect Windows se rveris installed as  a server
service, with the Automatic startup type. This means that during system

startup, the service control manager automatically starts PowerTerm

WebConnect Server .

Starting and Stopping the PowerTerm WebConnect service

To start /stop the server service (most common)

1. Open Start | Sett ings | Control Panel | Services

Services (Local) Name

Term WebConnect DeskYi

2. Rightclickon PowerTerm Web Connect Server

3. Click Start or Stop.

Starting the PowerTerm WebConnect service from command line

Run the PtServer .exe with the /start para meter.

Starting the PowerTerm WebConnect service as a program

Run PtServer.exe with the parameter  /run .

PowerTerm WebConnect Ports

Most PowerTerm WebConnect components (server, starter, Administration
Tool, and clients) use port 4000 (by default) . This por t value can be changed
to avoid conflicts with other applications, as well as with firewalls or proxies

NOTE When using a port other than the default (4000), it must be explicitly
specified as a parameter to the server address in the client parameters.
See the chapter on customizing client parameters for more information.

Modifying the PowerTerm WebConnect Ports

1. In the Administration  Console, go to File | Configuration | Main .

32




2. Setthe entry [ConnectionPoint=<name>] PortNo=new -port -
number

3. Update all HTML f iles with the custom port. (<webconnect
server>:<port number>). When no port number is defined, the
default 4000 is used.

4. Update the comportal.ini with the new port number (Address and
CustomAddress ) settings .

Adding additional PowerTerm WebConnect Ports

PowerTerm WebConnect can listen on more than one port. To add additional
ports, create new connection points and specify the port that it will use.

1. Open the Administration Console and go to File | Configuration |
Main .

2. Create anew entry [ConnectionP oint=<name>] PortNo=new -port -
number

3. Update desired HTML files with the custom port. (<webconnect
server>:<port number>). When no port number is defined, the
default 4000 is used.

4. Update the comportal.ini with the new port number (Address and
CustomAddres s) settings. See the section on the portal for
detailed instructions.

Confirming the availability of a port

The availability of port can be verified by using the telnet.exe command -line

utility. At a command prompt, telnet t he server6s addytess and speci f
port to be verified (i.e. telnet.exe server.ericom.com 4000 ). If any response

is received, then the port is reachable from the system running the telnet

command. Note that some operating systems do not include telnet.exe .

Ports commonly used by PowerTerm WebConnect

Port # Used by

4000 Default PowerTerm WebConnect components
4001 PowerTerm WebConnect Administration Tool
4020 PowerTerm Load Balancer

4030 Remote Browser for application publishing
4045 Ericom Tools (DeskView VDI users)
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4080 Broad cast port for Automatic Server Discovery

3389 Microsoft RDP

3399 Ericom Blaze Accelerated RDP

8080 Ericom AccessNow HTMLS5 client

80 Web services

21 FTP

22 SSH (Emulation)

23 Telnet (Emulation )

389 /636 LDAP/S -LDAP

443 HTTPS/SSL

443 Ericom Secure G ateway (default port, modifiable)

515 LPD/LPR

1812 RSA SecurlD or Radius two -factor -authentication

protocol

5900 VNC (default value)
High Availability
To maintain high availability of the PowerTerm WebConnect services , multiple
servers can be co nfigured to provide redundancy. There are two modes to
provide high availability: Cluster and Failover . In both Cluster and Failover
mode there isone  Primary server and one or more Monitoring servers ; and all
servers must be members of the same cluster (use the same cluster name)

Any WebConnect server in the cluster group can become the Primary server.

The first server  that is started is assigned the Primary role. In Cluster mode,
the Monitoring servers are active and can process user 6s r eq Falevers .
mode, there is only one Monitoring server and it is in passive mode (does not
accept user requests) . A passive server becomes active when the primary

server becomes unavailable. Both Cluster and Failover modes require access
to a network direct ory that will hostthe  shared cluster database.

NOTE The PowerTerm WebConnect DeskView VDI connection broker only
supports Failover mode.

Shared Cluster Database

A cluster group is comprised of multiple PowerTerm WebConnect servers,
sharing one database. The central database must be stored on a secure and
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robust network location (i.e., a storage area network). To maintain database
integrity, only  the Primary server can update the central database

NOTE The database is in binary format. (In non -cluster mode, the database may
be store in ASCII format as well)

To secure access to the database, create a service account that will have Full
Control to the shared database directory.

In order for PowerTerm WebConnect to access the shared database using the

service account, go to the Properties of each Ericom service and set the
service account in the Log On dialog.

In this example, the user ericom2k3 \visitor is the service account:

"General Log On | Heco\rervl Dependencies I
Log on as:

" Local System account
I | Allog service bointeract with desktop

Iericom2k Fwisitor Browse... |

Password: Iooooooocoooooo.

Confim p L

Help me configure user account log on options.

In this example, all four Ericom services are configured to use the service

account:
* AoowerTerm Load Balancer Server System an... Started Automatic
E:PowerTerm WebConnect DeskView Server Enterprise-... Started Manual ericam 2k 3\visitor
£).PowerTerm WebConnect Server 5.7 Enables en...  Started Automatic ericom 2k 3\visitor
£ ).PowerTerm WebConnect Server Starter 5.7 PowerTerm... Started Manual ericom 2k 3\visitor
NOTE The service account must have local Administrator  access on the server

running PowerTerm WebConnect. Make sure the service account is added
to the local Administrators  group.

Selecting Cluster or Failover

In both modes, a  PtServer.ptr file is placed in the bin directory with the UNC
path to the PtServer.ini file in shared Database directory.

Cluster mode is enabled when the full network path is defined in the
PtServer.ptr file, and the license file exists in the local \bin folder .

Failover mode is enabled when the full network path is defined in the
PtServer.ptr file and the license file existsinth e location of the share  path .

NOTE When changing the location of the central database, remember to update
the UNC path to the new location in a Il associated .ptr files.
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Configuration

Create a folder on a robust network share and give it a name.

Define the newly created folder as a hidden share ; this share must
be secured such that only PowerTerm WebConnect servers and a
backup account may access it.

Stop the PowerTerm WebConnect Server service.

Copy the DataBase and Downloads folders from the Primary
WebConnect Server to the shared folder

a. For DeskView users, copy the DeskViewServer |
Database. XML file to the shared Database directory.

For Failove rmode only: Copy PTS.LF (and PTS.LFD if it exists)
from the Primary WebConnect s erver 6 $in directory to the
DataBase folder contained within the shared folder.

For HostView client only  : Open PtServer_Connections.ini file on

the cluster database and mod ify the entries login -command -file
and terminal -setup -file to desig nate their new location on the file
server. By default, the specified directory is

... \DataBase \ Connections \ and should be replaced by
\\FileServerlP -addressOrName \WebConnect$

Verify that the server is using Failover or Cluster mode by going to
the PtStarter.log and confirm that the central database files are
being loaded by the server.

Configure the Primary Server

1.

Create afi le named PtServer.ptr inthe \bin folder of the Primary
WebConnect Server.

NOTE Make sure there is not a hidden .txt extension if the ptr file was created
with a text editor, such as Notepad.

2.

3.

Configure

1.

Edit the PtServer.ptr with a text editor and enter the full UNC path
to the Main Configuration file (PtServer.ini) located on the central

share (i.e., \\FileServer \WebConnect$ \DataBase \PtServer.ini ). Do

not use a local path (i.e., C: \).

Restart the PowerTerm WebConnect Primary server.

additional server s

Copy PtServer .ptr from the \bin folder on the Primary server to

the same folder on the Monitoring server (s). Itis also possible to
just create anew  PtServer.ptr file inthe \bin fo Ider and point it to
the shared PtServer.ini file.
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file://FileServerIP-addressOrName/WebConnect$
file://FileServer/WebConnect$/DataBase/PtServer.ini

2. Restart the PowerTerm WebConnect Monitoring server (s).

NOTE Since the PtServer.ptr file is stored in the bin folder, upgrading a
WebConnect server will  not automatically put it into cluster/failover mode.

Client Configuration

Once the PowerTerm WebConnect servers are configured for either high
availability modes, the user access parameters must be updated as well.

When using Failover mode, t he Server parameter must contain the list of
WebConnect servers s eparated by semi -colons. Please referthe Custom
Client Parameters  (Failover Configuration) chapter for detailed instructions.

In Cluster Mode, a third -party load balancer (i.e., Microsoft NLB) will be

required to load balance between the clustered WebCo nnect Servers.  The
client server parameter is then configured with  the clustered address (of the
load balancer) , which will redirect the request to the least loaded PowerTerm
WebConnect Server in the cluster.

Client Usage

NOTE Active Application Zonesd o not failover automatically. Since only one
Application Zone may run on a single machine, the inactive Application
Zone must be closed manually.

Retry Now to Login to the WebConnect Server

About Application Zone

Quit

After the failover process is complete, instruct the users tor un Application
Zone again . T he failover mechanism n the client will timeout on the primary
server and connect to the failover server.

Using Failover Mode

In the event that the Primary server goes down, the Failover server becomes
the new Primary server .

NOTE When the primary server goes dow n, the transition to the failover server
will take a few minutes. During this time, users will not be able to login.

The new Primary server maintains all functionality of the original Primary
server. The only difference is that the clients will take long er to connect since
each client trie s to connect to the original primary server first. The client

must wait for the first server to timeout before it attempts to connect to the
second server.




Restoring the original ~ Primary server only puts it into failove r mode (the roles
are now reversed). Clients cannot connect directly failover servers, so the

longer connection time will persist. If a user tried to connect directly to a

failover server, an error message will be displayed:

'.8. - . The PowerTerm WebConnect Server is shut down. (#10061)

Servern

In order to restore the ori ginal configuration:
1. Stopthe new Primary server
2. Wait for the original Primary server to become the primary again

3. Restart the original  Failover server, and it will now revert back to
its original failover role.

NOTE When using DeskView for VDI brokering, a failover server will not be
recognized by a new desktop running Ericom Tools . Only desktops that
had Ericom Tools connected to the Primary server, will have their Ericom
Tools automatically connected to the Failover server. When using
DeskView, itisim portant to restore the Primary Server as quickly as
possible.

Using Cluster Mode

In the event that the Primary server goes down, any of the Monitoring servers

can become the new primary server. Only the Primary server can update the
database. However, al | servers have equal functionality and can accept user
requests . The user can connect to any active PowerTerm WebConnect server

in the cluster to access published resources.

PowerTerm WebConnect servers in a Cluster Mode environment can also be

load bal anced using a third - party load balancer. The PowerTerm WebConnect
Server service supports ping based load balancers that monitor an address or

port for service presence.

Cluster Administration

In the example below, there are three PowerTerm WebConnect Ser vers in the
cluster: Servers 1, 2, and 3 . All servers are connected to the central
database. In this configuration, if Server1 is able to update the database,

then b oth Administrators A and B will have write permission.

38




PowerTerm WebConnect Cluster

|
d PowerTerm
( : . WebConnect
Administration = Server 1

Tool A g

. Shadow Database
\ x

Administration
Tool B

5

Administration

/i

A
<— — r i
PowerTerm

| WebConnect Database
Server 2 d

PowerTerm «-
. WebConnect
"T‘ Server 3

Tool C

Users connecting to Monitoring servers (Administrator C) will only be able to
see the current configuration and will not be allowed to make changes. When
an Administrator connects to a Monitoring server a message is displayed:

9 The database for this PowerTerm WebConnect server is currently locked because of updates being made by the
&/ server on 126.0.1.148.
If you connect to this server you will be able to view the current configuration, but you will not be able to modfy &.

Do you wish to connect to the server on 126,0.1.148 instead, so that you will be able to modify the configuration?

If the Administrator clicks No, the Administration Consol e will connect to the
selected PowerTerm WebConnect server , but will only have read access.

I Thetitle barofthe Administration Console will indicate thatitis in
Monitor Mode only.

1 A small, solid blue circle
of the Administration Tool.

will appear inthe lower left hand corner

Clicking on Yes will redirect the Administrator to the Primary server.

PtServer.ini Parameters

ShadowDbSyncFrequencyMinutes Sets the synchronization interval of the

shadow database. Default: 60

CashDbSyncFrequencySeconds Updates interval in seconds for copying
the database to memory.

Default: 60

CashDbSyncToleranceSeconds

Updates the wait interval in seconds if the
database cannot be updated immediately.
Default: 5
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CashDbSyncMaxToleranceSeconds The maximum number of repeats of
CashDbSyncToleranceSeconds to wait
before updating the database in memory.
Default: 60

High Availability Limitations
1 Monitoring of active sessions is not clustered 1 active sessions are
monitored by each individual PowerTerm WebConnect server.

1 SupportVi ew sessions are not clustered T users and support agents
must be connect to the same PowerTerm WebConnect server in order
to initiate a SupportView session

I Usersthatare auto -created are alwaysin non-persistent mode.

1 Do not switch the database to a diff erent network location when any
PowerTerm WebConnect servers are connected to it.

1 The DeskView Connection Broker database does not support Cluster
mode , therefore Failover mode must be used.

I The Load Balancer clustering is handled separately. See chapter on
the PowerTerm WebConnect Load Balancer

9 There is no indicator in the Administration Console to notify the
Administrator if the cluster database is being used (only Monitoring

mode notification is available).

1 Client (View | Client Sessions) functions ar e disabled on Monitoring
servers . Right -clicking on a user in the Sessions list will present an
action menu. However, all functions of this menu are disabled.

Remote Attach is not available from any Monitoring server .

g Sessions
/ 10| User 1...| Machine /... | Tupe | Acti
|‘E’| B 3 supportd.en..  Applic...
Shut Down
Send Message
Attach
Colurnns 3

Local Server Mode and the Shadow Database

In the event that the central database is not available (network failure, lack of
permissions, etc.), the Administration Console that has write access ( Primary
server ) will automatically switch to Monitoring mode. The switch will occur

the nextt ime the server tries to access the database (i.e., a configuration

change needs to be applied). Monitoring mode does not allow updates to the

central database.
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L3
‘!LJ) Database disconnected, Switching ko rmonitoring mode

A local copy of the main database (shadow database) is stored in each
PowerTerm WebConnect Se rver and is updated periodically from the central
store. This database isnon  -persistent and is lost if the server is shut down.

The shadow database is used when the primary database is not available.

This allows the servers to start and provide service, but not with the central
database. When the central database becomes available again, the

Monitoring servers will update their information from the central store.

In a Cluster environment , the first PowerTerm WebConnect server to connect
to the central store becomes the Primary server.

NOTE The shadow database may be outdated if it has not been updated recently.

In a Failover environment, there must be a very robust connection to the

shared database. If the central database becomes unavailable, all ac tive
users will no longer be able to access published resources. This error

message will appear:

PowerTerm WebConnect Application Zone - Message frem server on 192.168,35.77:4... ﬂ

! The file server cannot be reached!

WebConnect Server's shutdown time: 21:43:45

When a user tries to launch a resource, if the central Downloads folder is
unavailable, an error message will be returned:

PowerTerm WebConnect Application Zone @

':0} The download file '<downloads=>/ptrdp.cab’ not found.
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NATIVE WORKSTATION CLIENTS

PowerTerm WebConnect supports access from a wide variety of operating
systems and devices.

1 Any HTML5 web browser (using the AccessNow client)

Windows (XP, Vista, 7, 2003 Server, 2008 Server, and higher )
Linux workstations and thin clients

Apple Mac OSX 10.5 and higher (Intel only)

Apple iOS (iPad, iPhone, and iTouch)

Android

Windows CE and XPe thin clients

=A =/ =42 =4 -4 -4 -4

Google Chromebook/Chromebox

End users may use any one of three interfaces to log in and view their
assigned applications and desktops

91 Application Portal 1 Web based interface that launches
applications and desktops that will use the RDP, Blaze, or
AccessNow protocol.

1 Application Zone 1 Native application that launches applications
and desktops that will use either the RDP or Blaze protocol.

1 AccessToGo i Native mobile client for iOS or Android that that
launches applications and desktops that will use either the RDP or
Blaze protocol.

There are two types of clients that maybe used to di splay an application or
desktop:
1 Native client 71 thisis an application that is native to the end -
userd6s operating system. A native client
performance and has the option to use the Blaze acceleration
protocol.

1 HTML5 Web browser 1 may be used as a client when the
AccessNow HTMLS5 protocol is enabled. Applications and desktops
that are launched will appear inside the web browser and does not
require anything to be downloaded onto the end -user b6s device.

NOTE Thereis noJava -based client for PowerTerm WebConnect

When a native client is requested via URL, it will use one of two downloader
methods :
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1 ActiveX 71 this downloaderis only available on Windows operating
systems when using Internet Explorer (IE). IE may display

ANArnina 10 ne end ealie Dern

/& Top - PowerTerm® WebConnect Application Portal

Instal This Add-on for All Users on This Computer. ..

RN

Information Bar Help

A confirmation to install the downloader may appear:

Internet Explorer - Security Warning

Do you want to install this software?
@ Name: PtDownloader
Publisher; Ericom Software

_¥| More gptions Instal I

{Bon'tinstal

1 Java i this downloader is available on Windows, Mac, and Linux.
It will be used with any non -1E browser. It will be used with IE
when ActiveX i s not available.  Java is required on the workstation
in order to use the Java downloader. The following warning
message may appear when the Java downloader install is
initiated:

The name of the site does not match the name on the
certificate. Do you want to continue?

Name:

Publisher:

[ Afways rust content from this pUblisher:

(7)) Thenams ofthe sta. . doss not match the name

= More Information...
\s/  onthe certiicate, =

91 If the machine that the user is working on does not allow Java or
ActiveX T use the MSI installer or AccessNow.

Application Portal Interface

PowerTerm WebConnect provides an ASP -based web interface for accessing
published applications 1 the Application Portal . The Application Portal may be
launched using most web browsers. There are two m odes for the Application
Portal, which is configured by editing the Config .inc file (located under
..\Ericom Software \WebConnect 5.8 \web\AppPortal ).

The Administrator can decide to use AccessNow over the ActiveX downloader
and/or the Java down loader for the native clients.

Native Mode (Default)

When a user selects an application or desktop from the Portal, the resource
will open using the native client (also known as a new PtAgent session. )
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Const AccessNow_over_ActiveX =0

Const AccessNow_over_ Java=0

NOTE This reference to Java is for the Java -based downloader . Thereis no Java -
based client in PowerTerm WebConnect.

.Conﬁg.inc - Notepad

File Edit Format View Help

<%

Const Save_Password = True ' show checkbox for remembering password

onst AccessNow_over_Activex = 0 Prefer AccessNow over ActiveX
ccessNow_over_Java = 0 Cess

=

PtAgent uses an agent (ptagent.exe) to acquire the necessary client
components from the PowerTerm WebConnect server.

AccessNow HTML5 Mode

When a user selects an application or desktop from the Portal, the resource
will open as a new browser tab or window. To enable AccessNow mode, edit
the config.inc file and change the desired settings to the value 1:

Const AccessNow_over_Act iveX =1

Const AccessNow_over_Java =1

.Conﬁg.inc - Notepad
File Edit Format View Help

<%
“const Save_Password = True " show checkbox for remembering password

[CONST ACCesSNOwW_oOver_AcCTivex = 1 Prefer AccessNow over ActiveXx ows) Down
onst AccessNow_over_Java = 1 prefer AccessNow over Java Downloader
Conct Accocchouw Sl — L3 Arcocohiom Wohe

ol

at _nr nnt {conne

Launching Application Portal from a web browser

1) Using a web browser open the following link:
Application Portal:  http://server _-address /webconnect/AppPortal/index.asp

2) Atthelogindialog , enter the userifdadomaimiendtent i al s
specified as part of the username, the default domain that is configured on
PowerTerm WebConnect will be used ).

e=RinoM

PowerTerm® WebConnect Application Portal

Login Welcome

User Name |[ To log into Ericom® PowerTerm® WebConnect Application Portal,
enter your credentials, and then click Login

Passvord If you do not know your login information, please contact

Damaln your Help Desk or System Administrator.
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http://server/

3) Once authenticated, the user will be presented with Application Portal.

g ERICON

PowerTerm® WebConnect Application Portal

Good afternoon Visitor

Actions Published Desktops and Applications

B Raquest Support /@ 5 EH ¥ 7
h &P

& printview 'J - ¥

IBM AS400  Calculator  Desktop - Paint (BLZ)  Paint (RDP)
@ secure FTP Ericom TS1

@3 As/400 data file transfer (8LZ)

B Logout %

. Unified
Click ‘n Launch Desktop -
Ericom TS1

‘Welcome to Ericom’s PowerTerm (6L.2)

WebConnect Application Portal
Published Applications include
the list of applications and desktops
that you can access using Ericom
PowerTerm WebConnect.
Additional tools and senices are
available from Tools

Just Click 'n Launch the
applications you need!

4) Tolaunch any pu blished application or desktop , click on the desired icon.
If AccessNow is configured , and the user is connecting from an HTML5
browser, the selected application or desktop will appear within a new
browser tab or window. If AccessNow is not available or disabled, the
application or desktop will run using the native client (i.e. RemoteView).

5) To close the Application Portal session click on Logout to the left of the
application and desktop icons.

NOTE AccessNow and AccessToGo do not support the Smartinterna | feature. By
default, Smartinternal connections use Direct mode with these clients. To
force all connections set to Smartinternal to use Gateway mode, set this
environment variable:

SmartinternallsGateway setto 1

Application Zone for Windows

The Power Term WebConnect Application Zone provides a rich client interface

for accessing published applications and desktops. The Application Zone also
provides local desktop integration by placing icons for published resources on

the local desktop and in the local Start menu.  The Application Zone uses an
agent (ptagent.exe  on Windows systems ) to acquire the latest configuration
and client components from the PowerTerm WebConnect server. Application
Zone is also available for Mac and Linux systems, but some functi onality will
be missing (i.e., desktop shortcut icons).

Launching Application Zone from a web browser

1) Using a web browser open: http:// _server -
address /WebConnect/ ApplicationZone.html
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http://server-address/WebConnect/start.html
http://server-address/WebConnect/start.html

2) Atthelogin dial og, enter the ugiéadomainsnatdenti al s
specified as part of the username, the default domain that is configured on
t will be used )

.‘ERIEEIM

W icccas tone R

|
User M ame: |visitor j
Password: | xxxxxxx 8!
Login | Cancel
3) Click Login

Cancel

4) Once authenticated, the user will be presented with Application Zone.

T i = ) T T
File Options Support View Help

- > B

Bacl Eonvard L HD"n'IE Feconpest

Calculator Desktop - IBMAS400  Paint (BLZ)  Paint (RDP) Unified

Ericom T... Desktop ...
/ visitor@ericom.local
5) All published resources may also be accessed from the Systray agent.

LR

Customize...

6) To launch any published application or desktop, double -click on the desired
icon. This launches the ~ RemoteView client on the local device to connect to
the appropriate Termina | Server or virtual desktop.
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NOTE Only one user can be logged into Application Zone from any system.
However, the same user can be logged into multiple systems if Allow
Concurrent Machines  is enabled.

Disconnecting a Session

A user may disconnect an active session so that it can be used at a later time.
There are two ways to disconnect a session:

1) Press the 6X6 button for the RDP or Blaze sessio

mﬁlg

2) Select Disconnect from Start menu.
Help and Support

Run...

Disconnects your session. You can reconnect to this session
Windows Se Resta when you log on again.
Log off |»

Shut down

Upon successful disconnect, the Appli cat i on Reconeedtsbutton will turn
active. Click on the active Reconnect button to reconnect to the existing
session.

In order to use the Session Reconnect feature, verify that these two settings
are disabled:

1) The PowerTerm WebConnect RDP_L  ogoffDisconnected variable is set to 0
(false). This setting will force all Disconnection sessions to automatically
logoff.

Define Environment Variable

Mame:
IHDF‘_LogoffDisconnected

Walue:

[p

2) Inthe Terminal Server (RDS) configuration, allocate enough time for
disconnected sessions to remain active before ending them. This will
ensure that users can move from one location to another and have enough
time to reconnect into their disconnected sessions.
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RDP-Tcp Properties

Remote Caontrol I Client Settings I Metwork Adapter I Security
General I Log on Settings Sessions | Environment

IUse this tab to set Remote Desktop Session Host server timeout and
reconnection settings.

v Ovemide user settings

End a disconnected session: I‘l hour j
Active session limit: INeuer j
Idle session limit: INever j

v Ovemide user settings

When session limit is reached or connection is broken:

I {* Disconnect from session I
d session

Logging Off
There are two methods to logout of Application Zone.

1) From the Application Zone File menu, select Logout .

2) Right-click on the Application Zone systray icon and select

|Ei|E | Options  Support ¥

Logout .

B ol

Always On Top = Etions R
Transparency Support '
Help 3
Logout Open Application Zone
Logout
Llose Window Published Applications v
NOTE The Application Zone shortcut format is <OrganizationName> PowerTerm
Application Zone by Ericom . If there are more than one Application Zone
running with the same organization name, there will be only one desktop
shortcut for them. The organization name configuration is done from the
Main Configuration ( PtServer.ini ) OrganizationName setting .
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Application Center (Windows only)

To access the Ericom Application Center, right clic k on the Application Zone
systray icon and select Options | Switch to Application Center
Bl [
w @ |
Remave from the Windows Startup Options 3
Remove the Shortcut from the Desktop Support 3
Clear Credentials KET '

Send Message Open Application Zone

Close RemoteView on Application Zone Logout Legout
E‘ Switch to Application Center View Published Applications »
Run Component 3

Change Password

HINT  Application Center can display published resour ces from multiple
PowerTerm WebC onnect environements . The tree based interface makes
it easy to browse for desi  red resources among multiple servers.

Since Application Center  uses Windows Explorer, it may restart Windows
Explorer as part of the installation  process.

I ~ , Installing Ericom Application Center may require restarting Windows
Explorer.

All other applications will remain running,
but you must make sure you don't have any file-copy operations in

progress.

Continue?

Yes Mo |

Once Application Center is loaded and running, published resources can be
launched from a Windows E  xplorer interface.

[E=1 o =)
'\:‘j'\;} |w v Ericom Application Center » 5.7 Test2 v|¢?|| )
File View Tools Ericom Help
Organize » Logout - @

» 3 Favorites j % @ 20 fr_-'l
|

Calculator Desktop - IBM AS400  Paint (BLZ)
4 Bl Desktop Ericom T...

- Libraries p
A James a._'.{"l % @ %
"M Computer Paint (RDP) PColP Unified Windows 7
g..ll Network Desktop ... (Hyper-V)
[E5 Control Panel
5 Recycle Bin

4 E‘ Ericom Application Center
> & 5.7 Test2

Published resources will be removed from Application Center when the user
logs off Application Zone.




A shortcut icon for Application Center will be placed on the end -userb6s desktop

for future use.

@ Windows 2000 Clients
In order to connect from Windows 2000 clients, the 5.6.1 version of
RemoteView must be used. This may be downloaded from this FTP link:

ftp://Support:ericom@ftp.ericom.com/WebConnect/v5.6.1.2000/PTRemoteVie
w.msi

After installing the MSI go to the Clients directory and create a shortcut to
PtAgent.exe. Add the WebConnect server as the first parameter (required)
and add any optional parameters as desired. Launch the shortcut to connect.

[l PtAgent.exe - Shortcut Properties @

| Security | Details I Previous Yersions ‘

General Shortcut Compatibility

E PtAgent exe - Shortcut

Target type: Application
Target location: 192.168.35.212

Target PtAgent.exe webconnectserveraddress

Start in: "C:\Program Files\Ericom Scftware'\PowerTerm W

Shortcut key:  None

Bun: ‘ Mormal window h |

Comment:

‘ Open File Location | | Change lcon... | ‘ Advanced. |

AccessPad for Mac OSX and Linux

The Mac and Linux Application Zone has been replac ed with AccessPad.
AccessPad will automatically download (using the Java downloader)  and launch
when using ApplicationZone.html , or when the Application Portal is configured
to use the native client .

AccessPad for Mac and Linux include a universal printer for RDP and Blaze
connections . See chapter on printing for more details.

The following features are not supported by AccessPad: Session
Disconnect/Reconnect,  Server failover, HostView, SupportView, QuickVNC,
Application Center, Desktop/Start -menu shortcut icons, and Messaging. Look
out for additional features in future versions.

Usage

1) Browse tothe Application Zone URL (or the Application Portal with native
mode enabled)
http://<WC_se rver address>/webconnect/applicationzone.html
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ftp://Support:ericom@ftp.ericom.com/WebConnect/v5.6.1.2000/PTRemoteView.msi
ftp://Support:ericom@ftp.ericom.com/WebConnect/v5.6.1.2000/PTRemoteView.msi

2) Alogin prompt will appear. Verify thatthe  Server address is correct and
0 al s.

ERICOM AccessPad

Welcome To
Ericom AccessPad

Server

182.168.35.134

User name:

visitor@test Jocal

Password

[=————

3) Once logged in,the AccessPad will appear with available connections.

@ ericom AccessPad

Access Dose RIGHT

B2 0bB

S el

Tools Accesshow James Windows
Technical Desktop RDP
Overview Desktop

Copyright® 2012 Eticom Software®. All rights reserved. Ericom is a registered trademark and Acce:

4) The user simply clicks or taps the desired connection to launch it.

5) When exiting Mac AccessPad, all active connections will be closed.

NOTE In order to view changes to the application set, th e user must logoff
AccessPad and back in to refresh the application list. This behavior may
change in future versions.

AccessPad Menu bar

The AccessPad menu bar contains four useful functions:
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@ ERICOM AccessPad

Access Done RiaHT

| 2 3OB
Function Description
Home Returns to the main list
Parent fol der Return to the parent folder list
About Displays version number, installation folder,

PowerTerm WebConnect server address, and
username that is currently logged in.

Exit Logoff

NOTE If changes are made to the use ros application set, thp user mt
log back into AccessPad to see the changes.
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5. ACCESSTOGO MOBILE CLIENT

NOTE This chapter is taken from the Secure Gateway manual. Refer to the
Secure Gateway manual for full installation instructions.

This diagr am illustrates how the components of AccessToGo interact with each

other and the PowerTerm WebConnect broker. The orange arrows indicate
remote connections and the blue arrows represent internal connections.

Mobile Devices on
Internal Network (LAN)

iPad, iPhone, iPod Touch, |

Android phones and tablets, | Applications & Desktops

other mobile devices \ . Rlﬁ?ﬂ?ngrsvmg?sws
PowerTerm ,
WebConnect |

= :

laze Server
(optional)

Remote Physical & Virtual
Desktops, including VDI

Mobile Devices on Ericom

|
External Network (WAN) Secure Gateway % q
iPad, iPhone, iPod Touch, =
Android phones and tablets, v \
other mobile devices e

B-laze Server
(optional)

Prerequisites

In order to connect to PowerTerm WebConnect resources, the AccessToGo
server -side component must be enabled on the PowerTerm WebConnect

server. This is installed by default.

Organize +  Uninstal Change Repair

MName =

~ | Publisher
Ericom Software
Ericom Software
Ericom Software

AccessToGo

i5F Ericom AccessMow Server
- .

Erchm Blaze Server

The AccessToGo component requires ASP. Net 4 and IIS with HTTPS enabled.

NOTE Since HTTPS requires port 443, be

installed on a different system, that is in the DMZ, to act as a proxy.

careful not to run the Ericom Secure
Gateway on the same machine using 443. The Secure Gateway is typically
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The Application Pool must be config ured to use ASP.Net version 4.0

Internet Information Services (11%) Manager
6 S5 | D Prem » Acpkcation ook
. G0 Application Pools
Q.- i 12| b‘ i o
) Rt Page
93 PIDEMD (ERICOMNTS. Ol THS Page lets you view and manage the kst of apphcation pooks on the server. Apghcation pools are assocksted with worker o
o Aoplcation Pecks toe . s Row Al | Gaoby: Mo Gogeg -
w ey
S @ Onioa webses || Hema s | 2w | 21 Frame.,
D AccossToto AP NET .0 Srted 0 Irtegrated Nt o Sar e []
[ o RSP NET 4.0 Qs Rated 0 Clagsic NetworkSarvice 0
Logs D assic NEY Apobocd Rarted 40 Classe Pt racrb S vace 0
asgrnt_check 2o sdipeioct Rated w0 Irtagrated NetworkService 2
& . WebCorrmet
il WebConncts. 8 Advanced Settings (7] %]
B (General) i
NET Framewcrk Yergon v D
Enatie 3262 Apphcatinrs True
Managed Poelre Mode irkegrated
Nare
Queue Length 000
Rt ~tomat oy e
2 ou
L (]
Lt Action NoAction
Lt Irterval (mwntes) 0
Processcr ATty Erabled ¥ —
5 Process Model
Jdertky NetworkService
Load User Profle tahve

AccessToGo may be used to connect to an application or desktop hosted

through a PowerTerm WebConnect connection broker. Here are the steps to
use AccessToGo with PowerTerm WebConnect:
1) Install AccessToGo onthe end  -user device (i.e. iPad).

a. OnioOS, Access ToGo may be downloaded from iTunes. AccessToGo

version 1.3.2 is required for PowerTerm WebConnect compatibility.

b. On Android, AccessToGo is downloaded from Google Play or the
deviceobs
for PowerTerm WebConnect compatibility.

2) Configure AccessToGo to connect to the address of the PowerTerm
WebConnect server. Explicitly specify the port if it is not 4000 (i.e.
192.168.1.1:443)

a. If the connection is being made remotely, point to the external
address and p ort of the firewall/router
with the rule to port forward incoming connections to the
PowerTerm WebConnect server.

b. If the optional Ericom Secure Gateway is used for remote
connections, specify its external address and port
PowerTerm WebConnect
will act as a reverse proxy to the PowerTerm WebConnect server.

appl i cActessdaGo vesionklS.2 is required

that has been configured

(rathert han the
internal address ). The Secure Gateway
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The Secure Gateway port value can be changed (default is 443).
See the Ericom Secure Gateway documentation for more
inform ation.

3) Once the user is logged in, all assigned resources will be displayed.

Q]

Search...

. Tools

ﬁ AccessNow Technical Overview

m James Desktop

- Microsoft Clip Organizer
8] Microsoft Excel 2010

@ Microsoft PowerPoint 2010

E Microsoft Publisher 2010

4) Tap on the desired resource to start the connection.

NOTE AccessNow and AccessToGo do not support the Smartinternal feature. By
default, Smartinternal connections use Direct mode with these clients. To

force all connections set to Smartinternal to use Gateway mode, set this
environment variable:

SmartinternallsGateway setto 1

Troubleshooting

Connectivity Problems

If users are experiencing connectivity or data errors when c onnecting to

PowerTerm WebConnect with AccessToGo, verify that the API is active and

available. On the PowerTerm WebConnect server, open a browser and go to

http s://localhost . If the API is active, a message will be disp |l ayed: AThis is
the PowerTerm WebConnect API addresso.
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https://localhost/

— e o|

G‘/\‘ [ Hitps: locabost Acces<ToGa) | =] %t centfcate Error " x| [Fems ol
e Favorkes. | 55 (o] Suggested Skes v | Web Sice Gallery
55| - | @ poverterm® webcomect .. | @epsitocsbosinceess... x| | R - B - L0 e - poge- ety Teds- @-
E|
This is PowerTerm WebConnect AP| address rather than a regular
website
[ [ G ocalintranet | Protected Mode: OFF [Fa~ [Rioo% = ,

If this message does not appear, first verify that port 443 is assigned to IIS.
IS and HTTPS is required to run the AccessToGo component.

Internal Server Error

If ASP.Net is not properly registered on the server, this message will appear:
T e ot ‘ Heinx =

i Favertms | g

#8115 7.5 Ootaded Erree « 500,21 - Internal Sarver Error ".}.D. .

Server Error in Application "DEFAULT WEB SITE/ACCESSTOGO"

Error Summary |~

HTTP Error 500.21 - Internal Server Error

Handler "PageHandlerFactory-Integrated” has a bad module *"ManagedPipelineHandler” in its module list

Detailed Error Information

ModulallS Web Core Requested URLWD:/ /1 /Do

NotficatonE xecuteRequestiandler Physical PathC:\Progr Files Software\ a
v Legon MethodAnonymous

Error CodeOxB007000d Logon UserAnonymous

*ost Hkely causes:

© Managed handiar is used; howaver, ASP.NET is ot mstalied or is nok installed comodletely
 Thare 1t & trpographicat arror o the conhguration for the handier module bst.

To resolve this error, open the command prompt as an Administrator and run
the following command:

%windir%  \ Microsoft NET \ Framework \ v4.0.30319 \ aspnet_regiis.exe Ti

AccessToGo Session Disconnected Error

If the Acce ssToGo app can display the list of connections, but cannot launch

any applications or desktops, verify that the version is 1.3.2 under the
Settings button. Earlier versions of AccessToGo are not compatible with
PowerTerm WebConnect and will display a mess age fiSession Disconnected

when the user tries to launch an application or desktop.
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CLIENT DEPLOYMENT OVERVIEW

A key feature of PowerTerm WebConnect is its ability to rem otely install and
update client components . Two mechanisms are available to launch
PowerTerm WebConnect resources from a web browser:

1 Windows ( ActiveX ) Downloader
1 Java Downloader

The downloader can be  modified in the following ways :

1 Place an Application Zone shortcut icon on the userédés desktop
1 The installation folder of the client do wnload can be modified .
1 Enable auto -update to ensure that all clients ar e using the latest

version.

1 Create a custom access page (i.e., use generic users to login).

When using the Application Zone and Application Portal, b oth ActiveX and

Java downloaders do notdirectly launch the requested client. The Application
Zone/Application portal (ptagent.exe) is launched and then instructed on

which client to launch based on the us.eTrhé Appleatidne ct i on
Zone/Application portal will then initiate the inst allation of the requested client
component (i.e., RemoteView/ptrdp.exe)

~
wBrowse to a PowerTerm WebConnect URL. The web browser installs the PowerTerm

Downloader. The downloader.js configuration is loaded.
v

~
wPowerTerm Downloader validates and/or updates the PowerTerm Agent (ptagent.exe) on

the enduser's system with the version on the web server.
J

~
wPowerTerm Agent receives parameters from the Downloader, and then the web page,jand

displays published resources to the user.

y

wWhen the user selects a resource, PowerTerm Agent validates/updates the client component
on the enduser's system with the version in tfizownloadgolder.

wOnce the client component has been installed/validated, it will be launched and conne¢ted
to the requested resource. The Agent parameters will be passed to the client component.
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The Downloader

Power Term WebConnect Downl oaderds role is to downl
pre - configured client components through a web browser. There are two such
Downloader type s:
1 Windows ActiveX control

0 Available for Windows  workstations only

o0 ActiveX compatible browser required (Internet Explorer)

o Permissions to run signed ActiveX components required

o Does not support x64 Internet Explorer

1 Java applet

o Cross platform, compatible with Windows, Mac, and Linux

o Java/JVM is required on the end -user system

o Permissions to run Java applications required

0 Supports x64 Internet Explorer if Java 64 -bit is installed

(http://www.java.com/en/download/fag/java_win64bit.xml
#Java for 64 -bit)
NOTE The Java Downloader is not compatible with IE on Windows 7 or Vista
when UAC is enabled (which is the default)

I f neither Downloader components can be used (i . e.
not support ActiveX and is not Java enabled) the user will be notified and the
MSI should be used.
Configuring downloader.js Parameters
The downloader.js automatically launches the appropriate Downloader type
based on clientds properties. Since downl oader . j s

side, it does not require any special changes on the server -side.

NOTE The only requirement to use downloader.js is to enable JavaScript on the
client side.

Custom parameters can be passed to downloader.js in order to modify the
behavior of the Downloader components. The downloader.js passe s the
appropriate values to the Downloader component being used in the proper
format. This downloader.js is compatible with most web browsers, including

the latest versions of Microsoft Internet Explorer, Mozilla Firefox, Google

Chrome, Apple Safariand O  pera.

Parameters for downloader.js are specified by assigning values to global script
variables. The script assigning the values must be executed before
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downloader.js. For this reason it is a good idea to place the script inside the
<head>section. Dono t set t he val ue snloadnevéenhhandlerasye 6 s
that will execute after downloader.js.

The variables that specify values for downloader.js start with PT_ prefix . Here
is an example of a script block that specifies the settings:
<head >
é
<script  type ="text/javascript" language ="javascriptl.2">

/I Parameters for downloader.js
var PT_windowsDownloaderURL

"windows/ptdownloader.cab"

var PT_ns6DownloaderURL = "Downloader_NS6WS_Signed.jar"
var PT_identifyJVM = "windows/ldentifyJVM.class" ;
var PT_javaDownloaderimagesURL = "images" ;
var PT_windowsAgentURL = ".Jwindows/ptagent.cab" ;
var PT_linuxAgentURL = "Jlinux/ix86/qterm -wc.zip"
var PT_server = location . hostname ;
var PT_agentParameters = - wc- client " + PT_server + "
/SHORTCUT=BOTH /AUTOLOGIN=NQ"
var PT_clientDst ="
var PT_downloaderLog =",
var PT_selectedConnection ="
var PT_shortcut = true ;
var PT_useJavaOnlE = true ;
</ script >
é
</ head >

NOTE The use of the prefix PT_ make it unlikely that there will be a conflict with
global variables of any framework that might be used in the web page.

Embedding downloader.js

To use downloader.js in a web page, use the <script> HTML tag to embed a
reference to itinthe pa  ge. This reference must be inside the <body> section
of the page. This <script> section will not generate any visible output to the
user, other than launching a Downloader component.

<html>

<head>

é

</head>

<body>

e

<script type="text/javascript" langu age="javascriptl.2"
src="AppPortal/downloader.js"></script>
e

</body>
</html>

The src attribute of the <script> tag must specify a valid URL where the
downloader.js file is located. This URL can be either relative, as in the
example above, or absolute.
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NOTE While itis possible to embed the Downloader components directly into web

pages, the preferred method is to

use the downloader.js

downloader.js Settings

Settings that specify locations, such as P
PT_identifyJVM , are assigned a URL.

T windowsDownloaderURL  and

Name Description

PT_windowsDownloaderURL Location of ActiveX Downloader

PT_ns6DownloaderURL Location of Java Downloader i signed Java
Applet

PT_identifyJVM

Location of Java applet that determines JVM
type and version

PT_javaDownloaderimagesURL

Location of folder containing images used by
Java Downloader

PT_windowsAgentURL

Location of cab containing the PowerTerm
WebConnect agent for Windows )
PtAgent.exe

The .ver.txt file must be located in the same
location as the cab file

PT_linuxAgentURL

Location of zip file containing the PowerTerm
WebConnect agent for Linux

The .ver.txt file must be located in the same
location as the cab file

PT_server

Address of the PowerTerm WebConnect
server

PT_agentParameters

Parameters (PARAMS) passed to the agent
when it is launched

PT_clientDst

Installation destination on end - point device

PT_downloaderLog

Path to log file on end  -point device.
If empty then no log file will be generated

PT_selectedConnection

Specify connection, e.g. id of published
application, to launch.

If empty then no connection is launched T
instead a list of connections will be displayed
by the agent.

PT_shortcut

A Boolean value indicating whether a desktop
shortcut to the agent should be created on
the end -point device

PT_useJavaOnlE

Use Java on Internet Explorer if ActiveX fails
to start
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Windows Downloader

The advantages of using ActiveX for downloading and installing PowerTerm
WebConnect clients are:

1 The HTML file is easy to configure.

1 Small download size.

1 Does not require any external components beyond the browser
itself (such as the JVM).

M Bestcontrol over the download destination.

The Windows Downloader can only be activated by a browser that is
compatible with ActiveX technology, such as Microsoft Internet Explorer.

The Windows Do wnloader is a stand -alone executable, PtDownloader.exe, and
has the following COM attributes:

GUID i {7EC816D4 -6FC3-4C58-A7DA-A770EE461602}
ProgIlD - PowerTerm.Downloader

It can also be activated by COM compatible applications other than the
browser, as wel | as a command prompt.

The Windows Downloader has been digitally signed by Ericom Software, and

the signature has been verified by VeriSign. When the browser downloads the
Windows Downloader it will display the certificate and ask the user to accept
thecomponent 6s installation.

HINT To avoid the certificate message, place the Web hosting the Windows
Downl oader in the browserds ATrusted si eso sec!
the user can select  always trust content from Ericom Software . Once
trusted, the cer tificate will not be displayed again, even if it is updated.

Features of the Windows Downloader

1 During installation  a progress bar is displayed showing:

component 6s ,pexént ldowsldaded, and an estimate of
the remaining download time.

I Cancel butt on to terminate the download.

1 Configurable download destination.

1 Continue s to download and install even if the browser is closed .

9  Security notice is presented only once i the same Windows
Downloader can download multiple client types.

1 Onceinstalled, itca n download components to locked systems

1 Optional log file to troubleshoot failed installations.

61



Java Downloader

The advantages of using  the Java downloader  are:
1 Cross-platform
1 Cross-browser
1 Works when security settings do not allow ActiveX.

The Java Down loader is a signed Javaa pplet that is compatible with JVM
1.4.0 or higher. The Java Downloader should be used when ActiveX is not
supported by the browser or operating system.

Ericom Sof tware has digitally signed the J ava Downloader, and VeriSign has
veri fied the signature. When the browser downloads and launches the Java

Downloader it will display the certificate and ask the user to accept the
component 6s i n shypadsl|thistmessage, plateothe Web server
address (where the Java Downloader ishosted) i n the browserés ATrust e

si teso s ec uo0ricdsglected thescertificate will not be shown again,
even if updates are downloaded.
Features of the Java Downloader

1 HTTPS protocol support

1 Download progress indicator, showing the name and version of
the component being downloaded

I Configurable download destination

1 The ability to download components to locked systems (requires
write access to download destination)

1 Support for side -by-side installation of multiple client versions
I Error messages and log fileto troubleshoot failed installations.

The Java Downloader does not connect to PowerTerm WebConnect Server,
and thus does not require the user to login. It connects and downloads
components from  a standard Web server.

Using the Java Downloader involves complex JavaScript functions to support
the userds operating syst e-mnaldesl JaveeVirttal as t he br owser
Machine version.  All modifiable parameters are located in the Java Script

configuration file  PtAgentSettings.js . The Java Script functionslo  cated in
PtAgent.js should not be changed.

NOTE The Java Downloader uses JavaScriptto modify its behavior based on the
user 6s operating syst emBroaserdcritingonustkeer t y pje .
enabled in order to use the Java Downloader.
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Using Java Downloader with Internet Explorer

On Internet Explorer downloader.js will always try the ActiveX Downloader
first. The ActiveX Downloader may fail to launch in the following scenarios:

1 ActiveX is disabled by security settings
1 User does not accept initial ActiveX inst allation

0 The user has 10 seconds to approve the use of ActiveX
1 User does not have permissions to install ActiveX

M User does not notice browser notification for ActiveX installation or
denies the installation.

When the ActiveX method fails and if PT _useJavaOnlE issetto true, then
downloader.js will try to use the Java downloader.

NOTE if the ActiveX Downloader is launched, but fails in its operation (i.e., the
URL to the agent is incorrect) the Java Downloader will not be used.

The Downloader process wh  en ActiveX is denied on Internet Explorer:
1. ActiveX Downloader fails to start.
a. Verify PT_useJavaOnIE . I f it is ofalseb

b. Check Java support in the browser. If the browser does not
support Java then stop.

2. Display message asking user to allow Java D ownloader.
a. If user does not allow Java Downloader use then stop.

3. Launch Java Downloader

MSI Installation

PowerTerm WebConnect provides Microsoft Windows Installer packages (MSI
files) for all its clients. These packages are located on the PowerTerm
WebCon nect server inthe  AddOns folder. MSI is supported by network

configuration management services such as Microsoft Systems Management
Server (SMS).

Each PowerTerm WebConnect client is packaged in a separate MSI to support
both manual and automated installat ion. Various settings , such as the
installation location, can be specified manually via the user interface, or using
standard command  -line parameters.

Installing PowerTerm WebConnect clients using MSI is useful when:

9  Security settings prohibit web -based in stallation of client software.
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1 Bandwidth constraints or support requirements dictate a
staggered distribution of the client software to the users'
workstations.

1 Performing silent installs using the /quiet or /passive parameter.

NOTE PowerTerm WebConnect ¢l ients installed using  the MSI can only be
manually upgraded using the MSI. MSI clients will not automatically
update from PowerTerm WebConnect, even if a newer version of the client
exists on the server

PtStart Downloader

PtStart is an application that will download, install, and launch PowerT erm
WebConnect Application Zone, primarily for thin client devices.

Each time PtStart runs, it checks the version of the PowerTerm WebConnect
components on the server and compares it with the version of components
previously downloaded to the device. If the versions are the same, then
PtStart will run the PowerTerm WebConnect Application Zone. If PtStart finds
that the PowerTerm WebConnect components on the server are of a newer
version, then it will first download a nd install the newer version, prior to
running the PowerTerm WebConnect Application Zone.

The first time PtStart runs it creates a configuration file, PtStart.ini , in the
same folder as the downloader. This file contains the paths to the Install

folder and the Working folder. The final path to these folders may vary
depending on the thin client type.

It is also possible to define all PtStart.ini values in a parameter file located on
the w eb server where PowerTerm WebConnect Application Zone is
downloaded f rom. This parameter file will take precedence over  PtStart.ini.

The parameter file names are:
1 WebConnect -Client -CE.ini.txt for Windows CE Thin Client
1 WebConnect -Windows.ini.txt  for XPe Thin Client
1 WebConnect -LINUX.ini.txt for Linux Thin Client

PtStart for XPe Thin Client

r Term
e

NOTE Some thin client device are pre-installed with t he AEri com Pow
WebConnect Cliento shbBtStartcQlient.t o st art th

The default Install and Working folders are:

1 Install folder:  C:\ Documents and Settings \ <user> \ Application
Data \ Ericom \ Clients \ <WebConnect Host nhame>

1 Working folder:  C:\ WebConnectClient \ <WebConnect Host hame>
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Itis possibleto  modify the path:

9 Create a text file on the PowerTerm WebConnect server machine:
<WebConnect Server installation
folder> \ web\ windows \ PtSta rt \ WebConnect- Client -
Windows.ini.txt

The file syntax is:
[General]

Install - Folder=<desired path i where the WebConnect -
Client - Windows.cab and WebConnect - Client - Windows.ver.txt
are downloaded>

Working - Folder=<desired path i where the WebConnect -
Client - Whnhdows.cab is extracted>

PtStart.ini O  ptions

Option Description
Address = <IP> | <Full The Web server location  or the full path of the
path of the zip file> PowerTerm WebConnect client ZIP file .

If not specified, the user will be prompted for
it.

Install -Folder = xxx The f older where to download the zip  and
version files.

Working -Folder = xxx The f older where to unzip the client
components.

PtStart for Linux Thin Client

When PtStart for Linux is launched without any parameters, a dialog will
appear requ esting the PowerTerm WebConnect Server address.

&l Ernicom| PowerTerm WebEonnect =)

Server address:

Caonnect ‘ Ahout Cancel |

Live demo at demo.ericom.com |

To learn more ahout PowerTerm WehConnect - Click here |

Once connected to the PowerTerm WebConnect server, all necessary client
components will be downloaded and the user login prompt will appear.

PtStart can be configured to start with command line parameters to automate
the connection and login process.
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NOTE To launch PtStart on HP Thinconnect Linux devices, request the PtStart

.deb package from Ericom support

The default Install and Working folders are:
1 $HOME/Ericom
To modify the path:

 Create atextfileon the PowerTerm WebConnect server machine:
<WebConnect Server installation
folder> \web\ linux \ PtStart \ WebConnect- Client -
Linux.ini.txt

The file syntax is:

Install - Folder=<desired path T where the WebConnect -
Client - Linux.zip and WebConnect - Client - Linux.ver.txt are
downloaded>

Working - Folder=<desired path i where the WebConnect -

Client - Linux.zip is extracted>

PtStart command line options

(All options  start with a double minus 8 f)

-- thin -client

The thin client command, needed to use with font,
pre, and post comman  d-line option parameters (see
below).

-- install -folder=xxx

The folder where to download the zip and version files.

-- working -folder=xxx

The folder where to unzip all the client components.

-- config -file=xxx

Specifies the full path and name to the PtStar  t.ini .

-- parameters=xxx

gterm -wc parameters.

Default: none

-- locked Does not save any changes to the PtStart.ini.
Default: off
-- log=xxx Full path and filename to the log file.

Default: no logging

-- pre -font -install=xxx

Runs before installing the fonts

-- font -install -
command=xxx

To install the fonts into the system.

Runs in the fonts -folder directory and after the fonts
are unpacked there.

-- fonts -folder=xxx

Full path to the location where the fonts should be
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unzipped.
Default: WORKING -FOLDER/fonts

-- post -font -install=xxx Runs after installing the fonts.

-- pre -install - Runs before downloading a component.

command=xxx

-- post -install - Runs after downloading a component.

command=xxx

-- version Returns the version of the PtStart application.

-- help Shows these command line options in a Terminal
window.

Parameters limited with the -- thin -client command -line option
Pre-Install -Command = xxx Runs before downloading a component.
Post-Install -Command = xxx Runs after downloading a component.
Pre-Font-Inst all = xxx Runs before installing the fonts.
Post-Font - Install = xxx Runs after installing the fonts.

Font - Install -Command To install the fonts into the system.

Runs in the fonts -folder directory and after the
fonts are unpacked there.

Fonts - Folder = xxx Full path to the location where the fonts
should be unzipped.

Default: WORKING -FOLDER/fonts

PtStart.ini options

Option Description
Address = <IP> | <Full path The Web server location  or the full path of the
of the zip file> zipped PowerTerm WebConnectc  lient .

If not present , the user will be prompted for it.

Install -Folder = xxx The f older where to download the zip  and
version files.

Working -Folder = xxx The f older where to unzip all the client
components.

It is recommended to set the value of
/tmp/Eri  com for thin clients  if the space in the
home directory is limited.
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e —
Parameters = xxx gterm -wc parameters.

Default: none

Log = xxx Full path and filename to the log file.

Default: no logging

Locked Does not save any changes to the PtStart.ini.
Default: o ff
Override -Command -Line Overrides all command line options.

PtStart for Windows CE Client

Select Add inthe Connection Manager andthen enter Ericom WebConnect
Client to start the Ericom PowerTerm WebConnect Client.

The Install and Working folders are b y default located:

T I nstall f[peisistentrfolderé
name] \WebConnect \<WebConnect Host name>

T Wor ki ng f bWeldGomnect \&«WebConnect Host name>

The Install folder must be in a persistent location so that the files will remain
after turning the thin cli ent off.

It is possibleto  modify the path:

Create a text file on the PowerTerm WebConnect server machine:
<WebConnect Server installation folder> \web \ Windows \ PtStart \WebConnect -
Client - CE.ini.txt

The file syntax should be:
[General]

Install - Folder=<desired path 1 where the WebConnect - Client - CE.zip
and WebConnect - Client - wbt.ver.txt are downloaded>

Working - Folder=<desired path T where the WebConnect - Client - CE.zip
is extracted>

PtStart.ini options

Option Description

Address = <IP> | <Full path of the The Web server location  or the full path

zip file > of the zipped PowerTerm WebConnect
client .

If not specified, the user will be
prompted for it.
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Install -Folder = xxx

The f older where to download the zip
and version files.

Working -Folder = xxx

The client compone nts cache folder .
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CusTOoM CLIENT PARAMETERS

General Client Command Line Parameters

Command line parameters control the behavior of the PowerTerm
WebConnect clients. All the parameter names are non -case sensitive.  These
parameters are used by PT_agentPara meters (downloader.js).

(*) denotes the default value.

[*] if the designated file is not found, then it will be create d.

Server's address and port number are in the following format:
<address>:port or address:port

EXAMPLE: <webserver>:4001, 192.168 .0.100 :4001

If the port number is omitted, the default (4000) is used.

Client Parameter Options

INOSSL - disables SSL.
/SSL - (*) enables SSL.

SSL Encryption

ISSLCERTFILE[=[*]] - explicitly specifies the SSL
certificate filename.

ISSLCERTPATHI[=[*]] - specifies the path for the SSL
certificate.

Login Dialog Display /C2S_DLG(*) - displays the Connection -to-Server dialog.

INO_C2S_DLG - does not display the Connection -to-
Server dialog.

Reconnect Mode /RM_NONE (*) - will not reconnect an interrupted
session .

/RM_ON DEMAND - will reconnect only sessions
connected through the Power Ter |
gateway.

/RM_WIRELESS - will reconnect any session
automatically. All wireless sessions use the PowerTerm

WebConnect serverodos gateway.

/IRM_INTERACTIVE - enab les the client to select the
mode during login.
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INOSELFUPDATE when specified in the command line, the client does not
verify whether a newer version is available on the
WebConnect server . This command is not passed from
the Application Zone params to th e client params when
the client is launched.

/USER= specifies a fixed value for the User Name field. Placing
an asterisk in front of the user name will bypass the
login dialog and use the defined credentials
Enter ## to use the optionally installed SSO co mponent

/PASS= specifies a fixed value for thg

/SID= specifies the value for the Session ID field

/CONNECTION= specifies a predefined connection name

/DESKTOP(*) places a shortcut to the Application Zone executable on
t he wuser 6s Ifdhe shértcudipconfigured for a
specific user, it will not be valid when copied to another
user 6s pr of i |Peopeftiesh ef th& shartbuefor a
valid path to the cached client component).

ISTARTUP places a shortcut to the connection in the Wi ndows
Startup menu

/BOTH places a shortcut to the connection in both the desktop
and the Windows Startup menu

/EN English (*)

/FR French

/DE German

NnT Italian

/ES Spanish

/Cz Czech

NOTE The FTP and DFT client do not support command -line parameters  because

th ey connect directly to the host

Client Self Update

PowerTerm WebConnect clients are downloaded and installed on demand the
first time they are invoked. During the download and installation, a progress
indicator will be displayed. Client compone nts are not downloaded until they

are used by the end

-user.
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PowerTerm WebConnect clients can also update themselves by downloading
newer versions that have been placed on the PowerTerm WebConnect server.
When a client starts up, it compares a checksum of its own CAB file with a

checksum of the CAB fDownwads rdirettdryelf tteéwov er 6 s

checksums are different, the client downloads the newer version and restarts
itself. If the downloader attempts to update a client while it is active, the
user will be prompted to close the application before the update will take
place.

To place a new client on the server, copy the updated CAB files over to the
s e r v ébowhlpads directory. This mechanism can also be used to revert to
old clients. Just copy the older CABs on top of the new ones.

Client Failover Configuration

When there are multiple PowerTerm WebConnect servers, the clients can be
configured to connect to a list of available servers.

To configure the clientH  TML file (i.e. ApplicationZone.html) change the
parameter value of the PowerTerm WebConnect server (default
<WebServer> )toa list of PowerTerm WebConnect server. Separate the
server names using a semi  -colon.

This is also configurable in the downloader.js usingthe PT_server parameter.

EXAMPLE: <PARAM NAME="Parameters" VALUE="192.168.0.100 ;
192.168.0.101 ; 192.168.0.102 /RUN= RemoteView ">

Admin Console Failover Configuration

1. Launch the Administration Tool. The Connect dialog appears.

2. Type the WebConnect server names in Host Name.

NOTE Separa te the list of servers with semi -col ons 6; 0

3. Enter other parameters

4. Click Connect.

Modifying the Application Zone Command Line Parameters

The Application Zone provides many functions. Certain functions are
executed based on a command line parameter (such as enabling saved
credentials or launching a specific client). The following parameters can be
used either from the Command Line or via HTML to create a custom

Application Zone access point
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/AUTOLOGIN=

This a llows the user to save credentials to a loca | encrypted file on the

system. The credentials file wild.| be created
(C:\ Documents and Settings \ <user> \ Local settings \ Application

Data \ Ericom \). The credentials are saved in an encrypted format that is user

and machine spec ific. Exiting the Application Zone will erase the credentials

based on the setting ~AGENT_ExitCleanMode . If the credentials are incorrect,
the login dialog will be displayed with the current values pre -entered into the
fields, and the Save Credentials box ¢ hecked. When the user clicks Connect
and the logs on to PowerTerm WebConnect successfully, the new values will

be saved to the credentials file, overwriting the exiting one. In this scenatrio, if

the user clears the checkbox, the credentials file is deleted

To clear saved credentials right -click on the Agent icon in the system tray and
select Clear Credentials . The possible values for /AUTOLOGIN are:

1 YEST Ifthe credential file exists, the login dialog will not be
displayed. Otherwise, the login dialog wi Il be displayed

T NO - disabled

1 INTERACTIVE - If the credentials file exists, and the user changed
the credentials when the check box is still ON, the user will be
asked to save the updated credential information.

1 FIRST INTERACTIVE i (Default setting) Ift  he credential file exists,
the login dialog will not be displayed. Otherwise, the login dialog
will be displayed and the Save Credentials check box will be
displayed.

1 Empty, missing or invalid value - use FIRST INTERACTIVE

/RUN =client -id

To run a PowerTer m WebConnect client directly upon calling the Application
Zone where client -id is one of the following:

1 RemoteView i Terminal Server and VDI access
HostView - Browser -based terminal emulation
PrintView 1 LPD client printer daemon
QuickVNC 7 Connection usi ng the VNC protocol

)l

)l

)l

T QUuickFTP T Secure FTP client

1 FTP - Secure FTP client stand -alone tool
il

DFT - AS/400 (iSeries) Data File Transfer stand -alone tool
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NOTE When defining a parameter string with both the /RUN and /CONNECTION
parameters - ensure that the conn ection is supported by the client. If
/USER is also defined, make sure that it has access to the specified
connection.

When using the /RUN command, the client component is launched directly,
and Application Zone will not be launched.

IEXTRA_PARAMS=

Addit ional command line parameters to be passed to the client via the
Application Zone.

/ICALL_ADMIN

Requests remote desktop shadow assistance from a PowerTerm WebConnect
administrator that is logged in.

/ICALL_SUPPORT

Requests remote desktop shadow assistanc e from a PowerTerm WebConnect
supervisor that is logged in.

Create a custom Application Zone title

1. From the Administration Tool, go to Files | Configuration | Main .
2. Find the ClusterName setting and enter the custom name (i.e., My
WebConnect).
&> PowerTerm WebConnect Administration Console - [localhost:4001] _[alx]

Action  Server View Files Tools Options Hep

Sed U vHYH JIEFLA P

5| Ml Piserver.ini - Notepad
Fle Edt Format Vew Help
[server]

l’famﬂé:webcmnect

Version=>5.7.0.100.20100324.1-_rc_-25940

3. Close and save the file.
4. Restartthe PowerTerm WebConnect Server service

5. After the restart, all Application Zones will use the new title.

ElMy WebConnect - Ericom Application Zone E\@
Eile Options Support Yiew Help
> ® B
- 1l 1] (el (mndl (il i T -
< ¥
/ james. lui@ericom. local
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Modifying the RemoteView Command Line Parameters

The PtAgent receives parameters from the HTML, and is configured
accordingl y. When RemoteView is launched, it will receive any parameters
processed by the Pt Agent and use it as part of its own launch process
Windows Downloader

<PARAM NAME="Parameters" VALUE="<WebServer> [USER=*example
/PASS=example /RUN=RemoteView
/EXTRA_PARAM S=/CONNECTION=MyTerminalServer">

In this parameter string, <WebServer> is a macro that is translated by the
Windows Downloader into the hostname of the Web server which provided the
HTML.

Java Downloader

Modify the value of the Java Script variable parame ters in the corresponding
html file.

For Windows clients edit the file  web/windows/RemoteView_J.html.

For Linux clients edit file web/linux/ix86/Agent_J.html

Customizing the HostView Command Line Parameters

NOTE When starting PowerTerm WebConnect HostVi ew with a specified
Connection parameter, the New Terminal Session icon and menu item are
removed from the GUI and there is no Connection List displayed.

ActiveX Downloader

<PARAM NAME="Parameters" VALUE="<WebServer> /USER=*example
/PASS=example /RUN=HostV iew /EXTRA_PARAMS=/CONNECTION=Example_VT">

In this parameter string, <WebServer> is a built -in command to use the
address of the web server.

Java Downloader
For Windows clients, edit the file  web/windows/HostView_J.html

For Linux clients edit the fil e web/linux/ix86/Agent_J.html.

Customizing the PrintView Command Line Parameters

Additional PrintView - specific parameters
/LPD_PORT =port -number
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A valid TCP/IP port number to listen for LPD/LPR commands. (Default: 515)
/EXT_NAMES =external -names

Alist of up to 9 external names, separated by spaces. They can be referred

dynamically in the queue names by the symbol %N, where N is a 1 based

index in the external names | ist. Example: if [ EXT
gueue name Queue_%?2 will be dynamically evaluate d as Queu_B because B

is the second (2) item in the external names list.

Windows Downloader

<PARAM NAME="Parameters" VALUE="<WebServer> /USER=*example
/PASS=example /RUN=PrintView /EXTRA_PARAMS=/LPD_PORT=1000">

Java Downloader

Modify the value of Java Scri pt variable parameters in the corresponding html
file. For Windows clients edit the file  web/windows/PrintView_J.html.

Modifying QuickVNC Command Line Parameters

Windows Downloader

< PARAM NAME="Parameters" VALUE="<WebServer> INOSELFUPDATE
/USER=*example /PASS=example /RUN=QuickVNC
/EXTRA_PARAMS=/CONNECTION=connection">

Java Downloader

Modify the value of Java Script variable parameters in the corresponding html
file. For Windows clients edit the file web/windows/QuickVNC_J.html.

Closing the web browser automatically after Ericom is launched

Add the following code to the HEAD of the desired web page to closed the
browser automatically  after the PowerTerm WebConnect components are
downloaded and installed (user will be prompted for confirmation).

<HTML>

<HEAD>

<TITLE >PowerTerm WebConnect </ TITLE >

<SCRIPT language ="JavaScript">
setTimeout("window.opener=window;window.close()", 300000 );
</ SCRIPT>

</ HEAD- ¢é
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In this example , the window is closed after 300000 milliseconds, or 5
minutes . Leave enough time for the Ericom components to fully download
before closing the browser. The user will be prompted to close the browser:

"\-.I The webpage you are viewing is trying to close the window.

Do you want to close this window?
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POWERTERM WEBCONNECT
APPLICATION PORTAL

The Web Application Portal provides a web based interface to access
published applications. Popular web browsers are supported: Google Chrome,
Microsoft Internet Explorer , Mozilla Firefox , Apple Safari , etc . The purpose of

the Application Portal is to give users one easy to use interface to access
published resources. Certain Application Zone features are not available, such
as Application Center, Desktop/Start menu icons, and the systray agent.

Published applications  are launched directly from the browser by means of an

ActiveX control or Java applet (the best method is automatically selected

based on the client operating system and browser type.) The Application

Portal isdesignedtorunon Microsoft 6s I nternet I nformation Serve
version 5 or higher

The Application Portal  can be deployed on the same system running the
PowerTerm WebConnect Server or on a separate server.

o ERIEOM

" JGHT .
® - .
PowerTerm® WebConnect Application Portal
Tools Published Applications
Support Assistant = @ =
L 5H IC 4 :
& printview = = g =
[N Microsoft Microsoft Microsoft Microsoft Microsoft
Logout Office Word Office Office Excel Office Office
2007 Communicator 2007 Outlook 2007 PowerPaint
Click ‘n Launch 2007 2007

Welcome to Ericom's PowerTerm
WebConnect Application Portal.
Published Applications include the
list of applications and desktops that
you can access using Ericom
PowerTerm WebConnect.
Additional tools and services are
available from Tools.

Just Click 'n Launch the
applications you need!

NOTE With the introduction of the Ericom Secure Gateway, the need to install
Application Portal on a dedicated web server (i.e.inthe DMZ)  will be
reduced or elimitated . In most cases, the  Application Portal can simply run
in the same server as PowerTerm WebConnect.

Application Portal Configuration

During the Application Portal installation process, a COM (ActiveX) object
named ComPortal is installed on the Web Server. This COM object is
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responsible for communication between the Web Server and the PowerTerm
WebConnect Server.  The ComPortal is also used by AccessToGo. The
ComPortal files are installed inthe \ComPortal directory on the Web Server.

NOTE ASP processing may be disabled by default on Microsoft 1IS. The

PowerTerm WebConnect installation checks for ASP, and attempts to
enable it if it is disabled. If the Appli cation Portal does not work properly,
verify that ASP is enabled.

The ComPortal.ini

The PowerTerm WebConnect Application Portal loads the configuration
parameters from ComPortal.ini file. The ComPortal.ini can be edited using a
text editor . However, any chang es made to the parameters will not take

effect until the ComPortal object is reloaded by the Web Server. To reload
ComPortal.ini - reset IS Server by running [ISReset using the command
prompt.
Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

sUserssAdministratory

ComPortal Parameters

Ser v e rdenétes the properties of ac onnection to a PowerTerm
WebConnect server. Multiple PowerTerm WebConnect Server records can be

defined in the Comportal.ini file. This will allow one web server to host
multiple Web Application Portals for different PowerTerm WebConnect servers.
‘ComPortal - Notepad =] 3

Fle Edit Format View Help

[General] =

MaxLogFilesizek=<Default=
MaxLogBackups=<Default>
LogFlags=Run Services

[server=WebConnect]
Address=Tocalhost:4000
customaddress=
ssL-Certificate=
Min-Instances=1
Max-Instances=10
Initial-Instances=1
watch-Freguency-Seconds=15
Inactivity-Timeout-Seconds=60

[server=Production]
Address=192.168.1.105:4000
customaddress=192.168.1.105:4000
ss5L-Certificate=
Min-Instances=1

Max-Instances=10
Initial-Instances=1
Watch-Frequency-Seconds=15
Inactivity-Timeout-Seconds=60

[server=vendorRemote]
Address=ptwc-customer : 5000
customAddress=ptwc-customer : 5000
ssL-Certificate=

Min-Instances=1




AServer record is refer eoggainasy padeemthport al 6s
PtUser.Authenticate  function.  This allows multiple Portals to reside on the

same server and reference a common Comportal.ini. Here is an example of

how a server record is configured in a po r t alo@gedin.asp page:

B LoggedIn.asp - Notepad

File Edit Format Wew Help
on Errar Resume Mext
Set PtUser = Server.Createchject("ptComPortal.user™)
If (Err.number <> 0) or (Mot Isohject(Ptuser)) Then
HandleErrorex "Index.asp"”, "Failed to create webConnect ohject. on =64 web serv
Exit sub
End If
set session( 'PruUser") = Ptuser

result = PtUser.authenticate! " JETehEEEsd , Username, Password, Domain)
Tf Re=zult N _Than

For each PowerTerm WebConnect Server , a pool of special p ortal sessions is
maintained by the ComPortal component. Sessions from this pool are used to

obtain information from the PowerTerm WebConnect server. These Portal

sessions are not associated with any specific user; instead they can retrieve
information for any user connected to the Application Portal.

The Portal sessions are stateless and each session that is processing a service
is busy until the service is completed. The availability of the Portal services
depend s on the number of Web sessions that require Portal services as well as
the size of the session pool. Increasing the number of sessions in the pool will
improve availability, but will also increase the load on the PowerTerm
WebConnect Server and the web server.

Address 1 is the address and port of the PowerTerm WebConnect Server to
which ComPortal (web server) will connect to. Defaultis localhost:4000.

CustomAddress - address and port of the PowerTerm WebConnect Server in
relation tothe  end-user device (client). If not specified, then the default IP
address of the PowerTerm WebConnect Server will be used.

If there are external clients connecting to an internal PowerTerm WebConnect
serv er via Application Portal, add the PowerTerm WebConnect Server external
IP to this list

If the CustomAddress=71.86.93.111 , 71.86.93.111 represents the external IP
of the PowerTerm WebConnect server

Multiple addresses are separated by semicolons with no spaces. Add the port
numb er to the end of the string as shown below:

CustomAddress=66.252.166.135;demo.ericom.com;172.0.1.1:443
CustomAddress=66.252.166.135;demo.ericom.com;172.0.1.1:4000

In this example, there are multiple CustomAddress definitions for multiple
ports. Note that the port number is added once, only to the end of the string.
After changing the settings run IISRESET from the command prompt.

SSL-Certificate 1 the location of the PowerTerm WebConnect Server's SSL
certificate, if available . This certificate will be use d to authenticate
communication between the web s erver and the PowerTerm WebConnect
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Server. The default is empty which indicates that there is no SSL certificate
and server authentication will not take place.

Initial -Instances i the number of sessions tha t will be connected to the
PowerTerm WebConnect Server at the initial start . Defaultis 0.

Min-Instances - minimum number of sessions that will be generated and

connected to the PowerTerm WebConnect Server. Cannot be less than Initial -
Instances. Ifitis  set to a value less than Initial -Instances, then Initial -
Instances will be set to Min -Instances. Default is O.

Max-Instances - the maximum number of sessions that can concurrently be
connected to the PowerTerm WebConnect Server. Default is 10.

The lastt hree parameters specify the size limits of the pool of sessions
connected to a specific PowerTerm WebConnect Serve
size.

Watch -Frequency -Seconds - at the end of this period of time, the pool will

check that there are at least Min -Instances number of sessions connected to

the WebConnect server. If the number of sessions in the pool is less than Min -

Instances, the pool manager will create additional pool sessions. There may

be more than one [ Server =¢] recemaetapané i on i n orde
PowerTe rm WebConnect Servers. Each record corresponds to a session pool.

Default is 15.

Logging Parameters

ComPortal can generate a log file to assist in identifying problems. The
ComPortal.LOG log file resides in the same folder as the ComPortal.dll file.
[General] section - this contains the common configuration attributes.

MaxLogFileSizeK & maximum size of the LOG file, in kilobytes.
1 <Default>is 1 MB (1024KB).

MaxLogBackups @& maximum number of log file backups saved, in kilobytes.
1 <Defau It>is 10.

LogFlags

1 Run - general software workflow flags.

=

All of the following are services provided by the WebConnect
Portal client:

Authenticate.
GetConnectionsList.
GetLoginTicket.
AddLoginVariable.

=A =/ =4 =A4 =4

GetServerAddress.
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GetPreferenceValue.
SetPreferenceV alue.

GetConnectionlcon.

=A =4 =4 =4

Alld log all the above services and is equivalent to specifying
Authenticate GetConnectionsList GetLoginTicket.

NOTE The default setting is Run All.

The A< Portal >0 Speci al Us e

For portal connections  PowerTerm WebConnect Server uses a special user
named < Portal > . This user is used for the communication between the Web
Server and the PowerTerm WebConnect Server, regardless of the user

actually logged into the Application Portal. < Portal > has special attributes
and should not be usedto manually log into PowerTerm WebConnect.

To disable Portal access open the Main Configuration file (PtServer.ini) and
set [Server]UsePortalUser to False.

r

NOTE < Portal > user must not be modified or deleted. If this user is deleted
all Pow erTerm WebConnect portal clients that are connected will be shut
down. Until the <Portal> user is recreated, Portal clients will not be able to
log on. In order to recreate the <Portal> user, the parameter [Server]
UsePortalUser must be set to True.

Installing Application Portal on PowerTerm WebConnect Server

The default WebConnect Server installation installs the Application Portal on
the same system as the PowerTerm WebConnect server.

In this installation scenario there is no need to modify any ComPortal .ini
parameters . The default parameters of the ComPortal.ini point to localhost,
which is the PowerTerm WebConnect server.

Installing Application Portal on a separate web server

The Application Portal can be installed on a separate web server from the

Ericom PowerTerm WebConnect server. To install, simply run the Ericom

installer on the desired web server (Windows only). At the Setup type dialog,
select Web server Components only
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Setup Type
Click, the twpe of Setup wou prefer

" Full Inztallation - &1 PowerT erm WebConnect components
" Server Installation - All server components
" Server Installation - PowerTerm ‘WebConnect Server anly

" Administration Toolz only

f A'eb Server Components only

NOTE The Portal can only be used on Windows based web servers because the
ComPortal.dll is required and needs to be registered on the web server.

Once the installation is completed, go to the PowerTerm WebConnect
Server and edit the following parameter in the Main Configuration
(PtServer.ini ) [Portal] section:

1 Machines - enter the IP address(es) and the name(s) of the  web

(IS) server(s). By default this is set to localhost. To specify

multiple Web servers  separate each address with a semi -col on 6; 6.
Next, edit the Comportal.ini on the web server and update the following:
Address= the address of the target PowerTerm WebConnect server

(respective of the web server)

CustomAddress= the address of the target PowerTerm WebConnect server
(respective of the client devices)

Modifyingt he Port al 6s Look

To manually modify the porta | settings, navigate to its source folder.

NOTE Before making any changes, backup the current files for easy recovery in
case an error is made during editing .

=~V
L€ T LG, Program Files (26) Ericor
Organize « Include in library v Share with » New folder

Favorites -

I Desktop Images
& Downloads Configinc
Recent Places Default.asp
& | default.css
4 Libraries [B] downloader js
9| Documents downloader js.orig
&' Music ® Emptyhtml
&) Pictures Footerinc
B videos Getlmage.asp
Global.asa
= Computer Header.inc
& Local Disk (C) HostView.asp
2 Con US-SUPPORTD Indexasp

Launch.asp
€ Network Loggedln.asp

Main.asp
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Certain images can be replaced (in the Images directory) to modify or brand
the Portal. Portal text can be modified under the index.asp and main.asp
files.

¢ Favorites | @& Top - PowerTerm® WebConnect Application Po... % v B - 1 & v Pagev Safety~ Toos~ @~

Images\ericomlogo.gif G' EE\IED:‘SI;IR[:]

PowerTerm® WebConnect Application Portal ——————————— Imagesititle_portal.gif

Good afternoon Visitor
Actions Published Desktops and Applications

& g t S t ] ' 7
&8 8 ® 9 9

& printview 3
IBM AS400  Calculator ~ Desktop - paint (BLZ)  Paint (RDP)
@ secure FTP Ericom TS1

3 as/400 data file transfer (BLZ)

¥ o L
. Unified

Images\clickAndLaunch.asp Click ’n Launch Desktop -
Welcome to Ericom's PowerTerm E”““B[‘ZTSI
WebConnect Application Portal. (8Lz)
Published Applications include
the list of applications and desktaps

. that you can access using Ericom
main.asp PowerTerm WebConnect

Addtional tools and senvices are
available from Tools.

Just Click " Launch the
applications you need!

Configuring the Session Timeout

The Application Portal timeout setting has to be set in two places:

Internet Information Services (11S)

1 Launch the Internet Information Services (MMC snap -in).
1 Right -click on Default Web Site

1 Clickon the Home Directory tab

1 Clickon Conf i gur andtihenthé Options tab

I Set the Session timeout value. The maximum is 1440 minutes (24

hours).

Application Portal Main.asp
1 Open <WebConnect Folder> \web\AppPortal \ Global.asa

1 Near the top of the file, edit the line:
Session.Timeout = 20

1 Set the Session timeout value (defined in minutes). The maximum
value is 1440 minutes (24 hours).

Troubleshooting

1 Examine the ComPortal.ini file found inthe \ ComPortal directory
for correct settings, in particular the Server name and IP address.

1 Verify thatthe Comportal .dll and OpenSSL .dll files are present
under the Comportal directory. If they are no t present, launch the
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batch file FixComPortal32.bat (or FixComPortal64.bat on x64
servers). After running the batch file, run iisreset.exe and then
try to login to the Application Portal again.

NOTE On systems with UAC  enabled - the batch file mustberu nas an
Administrator

1 Tryr estart ing the IS Server by running the [ISreset command.
1 Try to enable 32 bit applications on x64 web servers

0 cscript.exe adsutil.vbs set
W3SVC/AppPools/Enable32BitAppOnWin64 “true"

9 If users are receiving a "Service Unav ailable" message, re  -register

ASP.NET using the command prompt:

o C:\WINDOWS \Microsoft. NET \Framework \v2.0.50727 \aspne

t regiis.exe  -i

1 Examinethe ComPortal.LOG file found inthe \ ComPortal directory

for an indication of where the attempted communication might
have failed. Communication failures are indicated by rows starting
with *** ERROR *** or *** WARNING ***, Any services showing
long elapsed times should be investigated

LOG file samples

Cannot find WebConnect Server  : This error is caused by the ComPorta L.ini
parameters pointing to an incorrect WebConnect Server address. An sample
of the LOG file showing this error displayed below.

06/09/25 09:21:14.259 | 820 | C:/Program Files/Er icom Software/WebConnect
5.6/ComPortal/openssl.dll loaded

| Version: 0.9.7.10

| Built : 06/01/15 14:49:48
06/09/25 09:21:25.934 | 820 | Service 'Authenticate’ started.
06/09/250 9:21:25.949| {28 | Connecting to server 'demo20031', port 4000...
06/09/25 09:21:28.409 | {28 | *** ERROR *** [1095]

| Cannot connect to server:

| NO_DATA error encountered callin g
‘gethostbyname’ (#11004)

| The requested name is valid, but no data of the

Web server isnotin Machines| ist: This error occurs when the Web Server
address is not defined in the PtServer.ini file. There will also be an entry in

the Intruder Record showing AUnknown user

06/09/25 09:25:16.445 | 880 | The login request was sent
06/09/25 09:25:16.476 | 880 | Login rejected:

| State : 5

| Reason: The access of user '< PORTAL >'to is
denied.

| Please contact your system administrator.
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User <Portal> does not exist . This error is caused wh  en the UsePortalUsers

the PtServer.ini file is False. There will be an entry under Intruders showing
AUnknown user <Portal >0.

06/09/25 09:30:02.832 | 790 | Starting the pre
06/09/25 09:30:04.381| 790 | Sending the login request...
06/09/25 09:30:04.397 | 790 | The login request was sent
06/09/25 09:30:04.397 | 790 | Login rejected:

| State : 4

| Reason: The user '< PORTAL >'is not defined

- ide ntification handshake...
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ADMINISTRATION TOOL

The PowerTerm WebConnect Administration Console manages published
resources , user sessions, and server configuration.

Launching the Administration Tool

There are several methods to launch the Administration Tool

T From Power Term WebConn Start mé&aselect r 6 s
Programs | Ericom Software | PowerTerm WebConnect x.x |
PowerTerm WebConnect Administration Tool

1 Run the Administration Console using ActiveX (IE required ):
http://10.10.1.1/webconnect/windows/administrationtool_x.html

1 Run the Administration Console using Java installer (Java
required) :
http://10.10.1.1/webconnect/windows/administrationtool_j.html

1 Double -click PtAdmin.exe , located inthe bin directory of the
PowerTerm WebConnect  application folder.

NOTE You can pass the port number to the Administration Console as a
command line parameter, using the following syntax: -port=port -number

HINT A C\Program Files \Ericom Software \PowerTerm
WebConnect \bin\Pt Ad mi n | mpont=¢73

When launching the  Administration Console for the firsttime  the Connection
dialog appears wi t h t he user A Ardered asithe userrmames r .0 There
is no initial password, just click Connect to login .

Inthe Connection dialog, the Host Name appears as localhost . This is correct
only if the Administration Console is being launched fromth e PowerTerm
WebConnect server. Ifthe  PowerTerm WebConnect server is running from a
different machine, enterits IP address/ host name .

NOTE If multiple administrators are connecting to the Administration Tool  from
multiple RDP sessions on the same Terminal Server, make sure to go the
Administrator u s e rPfogerties and enable Allow Concurrent Machines
Each RDP session is counted as a unique session.

v Allow Concurent Machines

87



http://10.10.1.1/webconnect/windows/administrationtool_x.html
http://10.10.1.1/webconnect/windows/administrationtool_j.html

Quick Access Screen

PowerTerm® WebConnect

Which operation do you wizh ta perfarm?

% Publish Multiple Applications

Qﬁ Configure Load Balancer

Create a Host Cannection

Configure Directory Services

€ &

[~ Do not show this dialog an lagin

91 Publish Multiple Applications , opens the Publish Multiple
Applications wizard

1 Configure Load Balancer , opens PowerTerm WebConnect Load
Balancer Administration Tool

1 Create a Host Connection , opens the Add Connection dialog

91 Configure Directory Services , opens the Directory Services dialog

Administration Console Interface

The Administ rator Console is comprised of the following components:

Menu bar: used to modify and refresh the information tables, launch wizard s

to publish applications  and desktops , manage objects, etc.
Toolbar: icons to launch commonly used functions.

Information pan es: show s properties and real -time information for users,
groups, connections , sessions and intruders

Properties dialogs : used to modify existing object and server settings

Viewing Users, Groups, and Connections

To display the Users pane s elect View | Users or click its icon from the
toolbar.

1

o

To display the Groups panes  elect View | Groups or click its icon from the
toolbar.
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To display the Connections pane s elect View | Connections or click its icon
from the toolbar.

Modifying the View Pane
Most inf ormation panes uses a table structure to display relevant information.
Useful information panes include:
1 Client Sessions
1 Administrative Sessions
1 Intruders
1 Users
1 Groups

9 Connections

Each table row represents an object, queue, or session, while each column
represents a property or a piece of runtime information about the object.
Additional rows are added when new objects are created. In some views, new
rows are added when new queues are generated or sessions established.

Changing Column Width and Order

The width of columns can be changed manually, or automatically expanded to
show the entire contents of the column.

Column divider on the column title bar:

= — T T T
| 2 ‘ 1D | User ” IJser‘sA\ias MName | Machine # &ceo. | Type | Acting | Connection T arget |

J

NOTE To see the contents of a column without resizing it, position the mouse
over a column title, 0 r a certain line, to see a tool -tip with the full text.

Manually change column width

Mouse -click the column divider and move (drag -and -drop) it right or left to
adjust.

Automatically expand a column

Right - click on the column title.

89



NOTE

If the columnis  empty, the right -click will have the opposite effect: the
column will be narrowed to the smallest width

Change the position of a column

Cl

ck the columndés title and drag and drop

Hide a column

Certain columns may be hidden so th e table only shows desired property
settings or status information. Mouse -click the column divider and move
(drag -and -drop) it left until the column is hidden. A hidden column may be
revealed by clicking the same divider and moving to the right.

NOTE

Columns that are not visible are actually set to a width of O (zero).

Sorting Tables

Tables can be sorted by clicking the col
will become the primary sorting field. When clicking another column, that field
will become th e primary sorting field and the previously selected column will
become the secondary field. When several objects have the same value for
the primary field, those objects are sorted by the secondary field.

The Administrator User

The Administrator useris a local PowerTerm WebConnect account. This is not
the local system or domain administrator account. The password is initially

empty and should be changed i mmedi atel y.
password by opening its property page and clicking Password >>> .
Initially, the Administrator user can only login to the Administration Console

from the PowerTerm WebConnect server. To change this, go to the
Admi ni stratorés propert yAcqss gimit Moded tocUnlanitegl e

it to
umnoés
Change
t he

HINT

It is recommended to laun ch the Administration Console from a
workstation so it does not consume resources from the PowerTerm
WebConnect server. Only do this after the Access Limit Mode has been set
to Unlimited . To allow multiple administrators to login, check Allow
Concurrent Machines .

Closing the Administration Tool

To close the Administration Console select Action | Exit. A confirmation dialog
will appear . Click Yes to close the application

NOTE

Closing the Administration Console does not stop the PowerTerm
WebConnect Serve r service.

90

titl

t



Useful Functions

Environment Variables

PowerTerm WebConnect provides environment variables to configure
advanced features of the server. Environment variables can be defined on for
a user, group, connection, or the PowerTerm WebConnect Server.

The Environment Variables  window shows all defined variables for PowerTerm
WebConnect, whether they are defined for users, groups, or the server object.
See the Appendix for a full list of available environment variables.

P Environment ¥ariables [_ O]

A Owrer M ame 1D Y alue -
% [ Server] PRIY Sendimage BitzPer.. 1B
% [ Server] PR _Sendimage MaxSizel, 32
% [ Server ] PRIY_Sendheszsage
% [ Server] PR _Setup
% [Semver] PRI _TerminalCanCreateS... 1
% [ Server] PRI Trace J
% [ Server] PR _niverzalPrinting
% [ Server ] ROP_Appy_DefContentPath
% [ Server] ROP_Appy SFT_SOFTG...
% [Semver] ROP_CutFulll e ame 1]
% [ Server] ROP_DizablePrintS creenkey
% [ Server] RDP_DizableSeszzionSharing
% [ Server ] ROP_DizabledriverzalPrint . 1
% [ Server] ROP_FiledszochniveMap 1
% [Semver] ROP_PreT sAgentExe
% [ Server] ROP_RedirectExclude
% [ Server] RDP_RedirectSchemes -
[T e 1 i FCOICMkd . slimeeer FAmrimmrme e e
% | v| 4
Creating a new Environment Var iable

1. Double -click or right -click on the desired User or Group and select
Properties . The Properties dialog appears. Define server values
using Server | Configuration

2. Click i .The Define Environment Variable dialog appears.

3. Type the new environment variab |l ed6s name and set its val
4. Set the encryption type.
5

Click OK and the new environment variable will appear in the list.

NOTE Environment variables can be copied and pasted between different user
and group properties. However, only one dialog can be open at a time.
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Modifying Existing Environment Variables

Open the Environment Variables Window by selecting View | Environment
Variables. Double -click on the variable to be modified. Make any
modifications and click OK to apply.

NOTE Non-persistent LDAP user o bjects cannot have Environment Variables
added to them.

Load License (Server menu)

Use this function to load newly entered activation keys.

Refreshing the Information Tables

Information view data can be set to refresh at a fixed interval or manually.

Ref resh all information tables manually

Select View | Refresh I/O Information or press F5.

Set the automatic refresh interval

Select Server | Configuration . Set the refresh time interval under
Administrator |  Auto Refresh Freq

NOTE For servers that contain many objects, enabling automatic refresh may
result in additional network traffic and reduce the performance of both the
server and the Administration Tool. In such cases, increase the automatic
refresh interval, or disable the automatic refresh function.

Update WebConnect with Active Directory data

Select Server | Refresh ActiveDirectory Information
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